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ITU Global Cybersecurity Index 2020

▪ International Telecommunication Union (ITU):

▪ Rank   1, Score 100.00: USA

▪ Rank   3, Score 99.48: Estonia

▪ Rank 17, Score 96.89: Norway

▪ Rank 22, Score 95.78: Finland

▪ Rank 26, Score 94.55: Sweden

▪ Rank 32, Score 92.60: Denmark

▪ Rank 58, Score 79.81: Iceland
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Government’s cybersecurity action plan 2022-27

Improve cybersecurity higher 

education (Ministry of Higher 

Education, Science and 

Innovation through EDIH-IS).
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Joint master’s programme in cybersecurity

▪ Joint programme at University of Iceland and Reykjavik University.

▪ New specialisation/emphasis of the existing M.Sc. programmes in Computer Science.

▪ Might in future become a study programme on its own.

▪ Prerequisite: B.Sc. in Computer Science or related fields (e.g. math, science, engineering).

▪ Start: Autumn 2023.

▪ Registration deadline University of Iceland was 15th of April.

▪ Registration deadline Reykjavik University: 30th of April.



Helmut Neukirchen: Cybersecurity MSc Programme 5

Joint master’s programme in cybersecurity

▪ Students enroll in the Computer Science M.Sc. programme at the university of their 

choice.

▪ Take “normal” M.Sc. Computer Science courses + mandatory courses specific to Cybersecurity.

▪ Can take course from the other university as well (up to 50 ECTS units out of 120 ECTS units).

▪ Contracts to enable this currently in the quantum spacetime between ministry and rectors.

▪ Import additional distance learning courses from abroad. 

▪ E.g., Norwegian University of Science and Technology (NTNU Trondheim/Gjøvik).

▪ Taught in English to attract as many students as possible.

▪ Includes Artificial Intelligence. 

▪ Lack of workforce requires AI, attacks get more and more AI-based.
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Curriculum (excerpt)

▪ 1st semester:
▪ Introduction to Information Security (Management) (Reykjavik University, University of Iceland)

▪ Network Measurements and Analysis (University of Iceland),

▪ Machine Learning in Cybersecurity (Reykjavik University),

▪ Lectures from practitioners and from abroad. 
▪ E.g. Socio-technical Enabled Crime (NTNU).

▪ 2nd semester:
▪ Cyber Defence (Reykjavik University),

▪ Privacy and Data Protection Law (University of Iceland),

▪ Introduction to Digital Forensics (Reykjavik University)

▪ Lectures from practitioners and from abroad.
▪ E.g. Reverse Engineering and Malware Analysis (NTNU).

▪ 3rd semester:
▪ Quantum Cryptography (University of Iceland)

▪ Cyber Range Lab (Reykjavik University together with University of Iceland),

▪ Lectures from practitioners and from abroad.
▪ E.g. Critical Infrastructure Security (NTNU), Internships.

▪ 4th semester: M.Sc. thesis

+ non-cybersecurity 

computer science courses 

(e.g. artificial intelligence, 

cloud computing, distributed 

systems, software testing, 

software quality management, 

research methodology)
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Course catalogue (University of Iceland example)

University of Iceland course catalogue 

lists only the course offered at University 

of Iceland. Students may in addition take 

courses from Reykjavik University or 

from abroad.
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Outlook

▪ The previous slides cover what we can promise right now.

▪ Both universities (as well as Auðna/EDIH-IS) are also part of the Icelandic National 

Coordination Centre (NCC-IS) for Cybersecurity: 

▪ Expect some cybersecurity lectures for industry under the umbrella of NCC-IS, e.g. via EDIH-IS.

▪ Reykjavik University and University of Iceland got together 90 m.kr. funding.

▪ For two years from University collaboration fund (Samstarfssjóður háskóla) 

from Ministry of Higher Education, Science and Innovation.

▪ Allows us to hire one additional position at each of the two universities.

▪ Will lead to further courses being added.

▪ Also, add more cybersecurity courses in the B.Sc. programmes and non-computer science fields.

▪ European Network and Information Security (NIS) 2 directive adds cybersecurity requirements to almost 

all sectors (e.g. energy, transport, health, digital infrastructure).

▪ But:

▪ Future funding is uncertain after two years.

▪ These two positions are the absolute minimum, in fact two more are needed.
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Vacancies – https://euraxess.ec.europa.eu

If you know anyone who qualifies: the job 

advertisements are at the EurAxess EU 

research career portal.


