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Abstract

Research and experts highlight that the level of use and knowledge of Vulnerability
reporting programs (VRPs) is low and penetration testing is not done regularly.
Without having knowledge of what a VRP is, a lack of a proper disclosure channel
is likely. Penetration testing is a method used for securing a system, is relatively
cheap, and is considered a minimum requirement for securing a system. Through
two studies with questionnaires and interviews conducted with Icelandic companies,
the state of this lack of use and knowledge was explored. The results show that usage
of VRP is low in Icelandic companies and it is mostly due to resource limitations
and lack of knowledge. Penetration testing is though relatively widely used, but can
be improved. Assumingly, this is the first study which explicitly explores VRPs and
attitudes in Iceland. The obtained results can be used as input for creating a VRP
platform for Icelandic companies. This would raise awareness and create a safe and
known disclosure channel for Iceland.

Utdrattur

Rannséknir syna ad kunnatta & tilkynningargattum og notkun beirra er lag. Ein-
nig eru skarpskyggnisprofanir ekki framkveemdar reglulega. An kunnattu um hvad
tilkynningargattir eru, eru hdar likur & pvi a0 ekki sé til stadar goo tilkynningarleid
veikleika. Skarpskyggnisprofun er préfunaradferd notuo til ad auka oryggi kerfa
sem ad er tiltolulega odyr og er talin vera lagmarkskrafa pegar oryggi kerfa er
skodad. Meo pvi a0 framkveema tveer skodanakannanir dsamt viotolum vid islensk
fyrirteeki var bessi pekkingarskortur skodadur. Nidurstoournar syna ad notkun
tilkynningargatta er lig 4 Islandi og ad pad sé ad mestu leiti vegna skort 4 fjarmagni
eda pekkingu. Skarpskyggnisprofanir eru pé notadar tiltolulega mikio po heegt sé ad
baeta pa notkun frekar. Svo best sem vitad er pa er petta fyrsta rannsékn & Islandi
sem a0 skoOar sérstaklega tilkynningargattir og vidhorf til peirra. Nidurstodurnar er
haegt ad nota sem inntak til skopunar & tilkynningargatt fyrir islensk fyrirtaeki. Pad
myndi auka medvitund & tilkynningargattum og bua til érugga og pekkta tilkyn-
ningarleid fyrir fsland.
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1. Introduction

Cyberthreats are increasing in the world [7], and Iceland is no exception from cyber
threats and needs to strengthen its capabilities to combat cyberattacks and mini-
mize damage [10]. With an ever-changing environment of cyberattacks and defense
comes the need for solutions in cybersecurity that are cheap, scalable and makes the
information system as robust as possible.

Iceland ranks number 58 with a score 79.81 in the Global Cybersecurity Index
2020 [13] of the International Telecommunication Union (ITU). In the evalua-
tion, the category in which it was most lacking was capacity development (training,
education and awareness campaigns) [13].

In the Cybersecurity Capacity Review of the Republic of Iceland performed in 2017 by
the “Global Cyber Security Capacity Centre at University of Oxford, at the request
of the Ministry of Transport and Local Government in Iceland” [5], the results
were similar. The category that got the worst grade was cybersecurity education,
training and skills. Three other categories out of five in the review got only slightly
better grades while the category legal and regulatory framework got a considerably
better grade. Within the category of standards, organizations and technology, the
sub categories software quality, cybersecurity marketplace and responsible disclosure
were among the ones that scored lowest in the review. This indicates poor software
quality in Iceland which makes code susceptible to bugs that can be utilized to brake
into systems.

To improve on software quality, the best way is to follow better software development
processes, but that does not fix software that is already on the market. To fix
software already on the market, bugs need to be found and patched. One way
of finding bugs is to get disclosures about vulnerabilities. Therefore, to facilitate
an increase in software quality, responsible disclosures can be improved upon. To
increase the number of vulnerability disclosures, a Vulnerability reporting programs
(VRPs) can be used to make the act of disclosing easier and safer for cybersecurity
professionals [5]. Other methods of increasing quality in software via finding bugs
are for example system scanning and penetration testing.
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1.1. Research questions

This thesis seeks to answer the following questions:
1. What is the state of Vulnerability reporting program (VRP) is in Iceland?
2. What barriers affect the use of VRPs?

3. How commonly are penetration testing and system scanning used in Iceland?

1.2. Approach

To answer these questions, surveying was performed on cybersecurity practices and
vulnerability reporting in Iceland. To do this, two different questionnaires were
created in separate studies, these studies will be called Study one and Study two.
The first questionnaire, which was part of Study one was longer and targeted a focus
group of upper management. The second questionnaire, which was part of Study
two was shorter and focused on general IT professionals. Furthermore, interviews
were taken with a few willing participants who took part in Study one. The data was
then processed to obtain anonymous summaries. The data from these two studies
was then analysed and discussed.

1.3. Thesis Outline

Following this introduction, Chapter 2 covers foundations by explaining cybersecu-
rity terms and concepts that are used in the thesis. Related work is reviewed in
Chapter 3. After that Chapter 4 outlines the research methods used in this thesis.
Chapter 5 provides the data obtained in the two questionnaires along with the in-
terviews by summarizing them through text, figures and tables. This data is then
discussed in Chapter 6 and conclusions are drawn from the obtained data that is
in addition compared with known data from related work. The chapter 7 concludes
this thesis with a summary and an outlook. Finally, Appendix A provides the ques-
tions from the two questionnaires of the studies along with the interview script from
the interviews in Study one.



2. Foundations

This chapter provides information on the Vulnerability reporting programs and Bug
bounty programs and related terms used in this thesis. Furthermore, economic moti-
vations for Bug bounty programs and disclosure policies on state level are presented.

2.1. Bug Bounty Programs for Cybersecurity:
Practices, Issues, and Recommendations

This section introduces Bug bounty programs (BBPs) and different uses for them.
It will also cover hacking terms used in this thesis as well as describe scanning and
penetration testing.

2.1.1. Hackers and VRP terms

In this thesis, a few different terms are used for Vulnerability reporting programs
(VRPs). One of those terms are vulnerability disclosure programs (VDPs), which is
a synonym for VRP. Another term that is used interchangeably in the questionnaires
with Vulnerability reporting program (VRP) is vulnerability reward program, which
is another term for a BBP. A BBP is as mentioned below a type of VRP that pays
out bounties.

The terms black hat, white hat and grey hat hackers will also be used in this thesis.
A white hat hacker is someone who non maliciously breaks into systems for, for
example testing their own security or under a contract with a security minded com-
pany. Through this, white hat hackers play an important role in securing software
systems. A grey hat hacker is in between a white hat hacker and black hat hacker.
Someone who hacks illegally, without permission but not maliciously. They look for
vulnerabilities without being asked to do so and ask for a fee for found vulnerabil-
ities. They also disclose the vulnerability if the organization does not resolve it in
a timely manner. Black hat hackers, also called cybercriminals, use their skill in
hacking to find vulnerabilities and exploit them, for example through selling them
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on the black market. This kind of hackers can be backed by governments, terrorists
or simply be individuals who hack maliciously. Black hat hackers can for example
hack because of grudges or simply for money [23].

Other terms that will be commonly used in this thesis for those that hack into
systems are researcher, cybersecurity researcher and cybersecurity professional.

2.1.2. Penetration testing and system scanning

The act of cyber scanning is to probe networks or services for vulnerabilities or ways
of infiltration [4]. Other terms used for describing this act, that will be used in this
thesis, is system scanning or just scanning.

Penetration testing is a cybersecurity testing method where an information sys-
tem is attacked to test the effectiveness of the system’s cybersecurity. Penetration
testing is performed with allowance from the company or organization that owns
the information system, in fact it is often performed by the company itself or by
hired cybersecurity experts. Penetration testing is used by many companies before
shipping a new product or after major updates [3].

Penetration testing can be divided into conventional and unconventional penetration
testing. Conventional penetration testing does not focus on automation and uses
more manual methods. It focuses on modifying the system to deal with cyberattacks
that are already known to avoid loss and damage from attacks. Conventional meth-
ods are effective but not efficient because of their manual nature. Because of the
growing cyberspace, the conventional penetration methods have become expensive
as the effort needed grows with it. Therefore, the automation of the unconventional
methods become more enticing, while it is not more effective it is more efficient.
While unconventional penetration testing performs the same steps to test the sys-
tem, instead of the manual intensive tasks of writing scripts to emulate attacks,
unconventional penetration testing uses autonomous tools that need little input
from the user to perform the emulated attacks. Essentially the difference between
these two methods of penetration testing is using newer methods to perform the
same task of simulating attacks. Using new autonomous tools helps to increase
the efficiency of the penetration testing. Another problem of penetration testing to
address is that if the tests are not updated according to new attack methods used
by malicious black hat hackers, they won’t help properly securing the system. The
same applies if the penetration testing is performed with restrictions, for example
if the testing is performed only on certain parts of a system. How much freedom
penetration testers get in testing systems can therefore have a big effect on the
coverage of cybersecurity in systems. Malicious black hat hackers are going to use
every method possible, so if the same methods have not been used in testing the
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system, there is an increased likelihood of vulnerabilities to be found using those
methods [3].

Scanning a system is also good to perform regularly, though unless considerable
work is put into updating those scans and adding coverage by a very competent cy-
bersecurity team, there won’t be an increased cybersecurity coverage of the system.
The reason for that is that running the same tests repeatedly generally deliver the
same results and don’t give additional information. That is why it is good to not
only perform scanning but also penetration testing and try to let the cybersecurity
researchers that perform it room to use those methods that they deem necessary.
The same applies though to penetration testing as if the same methods or scripts
are repeatedly used to penetration test a system, not much additional information
is gathered compared to if new and different methods were used each time. The
variety of methods that the cybersecurity researchers use is also one of the strengths
of bug bounties as all kind of different individuals will try to penetrate the system.

Willingness to penetration test an information system in its entirety with any tool
available is though not enough for an organization to be secure. It takes a lot
of effort to try to test an information system in such an extensive way, and it is
also hard to find cybersecurity experts to perform tests using all of these different
kinds of penetration methods. Penetration testing performed by a limited number
of individuals does not necessarily cover all different methods of penetration testing
and getting into a system [3]. One way to cover this ever broadening spectrum of
methods of penetration testing is using a BBP in addition to the more traditional
penetration testing. Bug bounty programs can help cover the broad range of pen-
etration methods better, as there individuals with a lot of different specializations
are allowed to try and find a way into the system [17].

Information security assessments are processes to determine how well something,
for example a systems or networks, meets security objectives. These assessments
can be achieved through testing, exams and interviewing. Reviews of if documents
are compliant with standards can as an example be a part of these processes. The
term application security assessment will be used as another term for an Information
security assessment [24].

2.1.3. Bug bounty programs

The use of Bug bounty programs (BBPs) is becoming increasingly common, and more
and more companies are utilizing it as a way of securing their software. BBP is a
decentralized version of cybersecurity testing where cybersecurity professionals can
legally hack the software of companies as long as they follow the rules the companies
set, report any vulnerabilities they find and later get paid for those vulnerabilities
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that are accepted as valid by the company. This has some things in common to
the description of penetration testing. In fact, these two ways of testing software
partly test the same things though through a decentralized structure in the case of
BBPs [17].

There are different types of BBPs. Institutional programs are hosted by the software
vendors themselves as well as setting policies and compensation. A BBP platform
is where a separate entity hosts programs from many companies at the same time,
the reward is decided by the companies themselves. Private intermediary programs
are those entities that buy vulnerabilities from researchers and resell them to the
companies, these program tend to have higher rewards compared to the other types.
These private intermediary programs will be talked about as private BBPs in this
thesis. Further than that, there are also different variants of these types of bug
bounties. That is invite-only programs, fuzzing competitions, open-ended BBPs and
short-time-frame competitions. Bug bounties can be used in different phases of
software development. For use of BBP in the development phase, it is recommended
to use a private fuzzing competition. In the beta phase as well as the product launch,
it is good to host an invite-only BBP. In the postrelease phase it is advised to have
an open-ended BBP, invite-only BBP or fuzzing competitions.

Many large organizations use BBPs, such as the U.S. Department of Defense (DoD),
Netflix, Microsoft, Apache, Facebook, or Google. [17]. An example web page is
shown in Figure 2.1. Examples for company independent BBPs are HackerOne!
and BugCrowd?.

Though BBP platforms make setting up BBPs simpler, there are many things to
keep in mind. For example, it is recommended to include cybersecurity researchers
through testing in the prebeta and beta phases as then the cost of fixing a bug is
lower than later in the development cycle [18]. It is also a good practice to tie the
size of bounties to the quality of the report along with the severity of it. Invite-only
BBPs generally have higher compensation as they draw in cybersecurity researchers
of high caliber. Ensuring the cybersecurity researchers that no legal action will be
taken against them for reporting vulnerabilities is of great importance for attracting
cybersecurity talent to the program. It is important to outline the scope of the BBP
and what is not in scope so that the cybersecurity professionals know what they
should search for, this can also be used to set the focus of the BBP to the type of
vulnerabilities that the company needs information on the most. It is necessary to
have bounties that can compete with bounties in other BBPs. Giving researchers
recognition for their contributions is important as well as nurturing a talent pool,
for example through invitations to invite-only programs [17].

"https://www.hackerone.com
2https://www.bugcrowd. com
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Google and Alphabet Vulnerability Reward
Program (VRP) Rules

We have en d re ship with the security

nably sensitive user data

¢ Life Sciences

alify. For furth

Figure 2.1: Google Bug Hunters BBP, Figure from Google, Google and Alphabet
Vulnerability Reward Program (VRP) Rules [9]

Organizations that can add a file security.txt to their website. Such a file is a
text file that shows the vulnerability disclosure practices in a company and should
be placed in a known location [8].

2.1.4. Bug bounty platform insights

In the 2021 hacker report [12] from the BBP platform HackerOne, a remarkable
increase in the number of hackers using the platform could be noted. Between the
years 2020 and 2021, there was an 63% increase in the number of hackers submitting
vulnerabilities. In the 2021 hacker report, it was also reported that the number
of registered hackers had doubled to over one million since 2019. In 2022, hackers
earned $40 million on the platform. Just over half (55%) of the hackers on HackerOne
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in 2022 were under 25 years old and 82% of hackers were hacking part-time. When
asked why they hack, 85% of the hackers answered as hacking to learn, 76% to
make money, 65% to have fun, 62% to advance their career and 47% to protect and
defend business and individuals. Fifty percent of hackers had chosen to not disclose
a bug they had found in 2021. There were a few reasons for that, 27% report the
reason being a lack of a channel to disclose through, 27% because of the company
previously having been unresponsive or difficult, and 19% because no bounty was
offered. It can be seen that having a clear way of disclosing as well as a good process
around it can make it more likely that hackers report a bug if they find one in an
organizations systems [12].

In the Hacker-Powered Security Report 2022 [11] from HackerOne, 92% of ethical
hackers say that they can find vulnerabilities that the cybersecurity scanning can
not. Perhaps that will change in the future with quantum technology, but for now
at least human creativity is an important part in finding vulnerabilities in systems.
Most hackers (85%) think that companies should be more transparent around dis-
closures. Fifty percent of hackers said that they had at some point chosen not to
disclose a vulnerability in 2022, just like in 2021. In 2022, 42% reported the orga-
nization not having a disclosure program as a reason and 12% reported threatening
legal language as a reason for not reporting [11].

On Bugcrowd’s website, it can be seen that 75% of hackers on the platform report
non-financial factors as their main motivators towards hacking. Furthermore, 87%
of hackers on the platform think that it is more important to report a critical
vulnerability than to try to make money from it [2].

As can be seen from a third of hackers finding that the biggest road block to them
succeeding when working with an organization being a lack of scope, it is very im-
portant to not limit hackers too much. Limitations of scope tend to keep hackers
away from finding vulnerabilities that have a big impact. It is therefore recom-
mended keeping in mind that limiting scope reduces the effectiveness of hackers and
the service they provide.

As vulnerabilities that are reported need to be reviewed, at least having an individual
to review vulnerability reports would perhaps be the minimum of what organizations
need to do. If it is given that organizations should at least be able to review reports
of vulnerabilities responsibly, then the only obvious cost factor of having a VRP is
simply posting the rules that hackers need to abide to as well as how to disclose to the
organization on their website. That is if the VRP does not include monetary rewards.
Most hackers (75% according to [2]) hack for non-monetary reasons and 87% of
hackers find reporting a critical vulnerability more important than making money
off of it [2]. That shows the importance of having a way of reporting vulnerabilities,
such as a simple VRP on their websites that does not promise any monetary reward
but outlines what is OK to do when penetration testing their system and how
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vulnerabilities can be reported to them. BBPs have higher costs than VRPs because
of the bounties paid out, though that increases the interest of security experts of
penetration testing an organization’s system [2].

VRPs can be hosted in many ways, for example as a self-hosted VRP, self-hosted
BBP or through a BBP platform. There are though different kinds of BBPs for
different use cases. As an example for systems that are sensitive in nature and host
sensitive data, an invite-only bug bounty might be a good idea. This way the scope
of the simulated attacks can be better controlled, and the organization can choose
to only invite a certain number of trusted cybersecurity researchers to take part in
the program. Invite-only bug bounties do though tend to have higher bounties as
they are meant to attract cybersecurity researchers that are good at what they do
and can be trusted. Something that can bring the cost of fixing a bug is to fix it
early in the development cycle. This is something that VRPs and BBPs can be used
for also. During development of software, a recommended type of BBP to use would
be private fuzzing competitions. During the beta phase of software development,
invite-only BBPs can be hosted to find and address bugs early [17].

There are though not only different types of VRPs, but also different motivations
for hacking and reporting vulnerabilities. When asked why they hack in the report
Inside the mind of a hacker 2023 from Bugcrowd, 24% of hackers say that financial
gain is the reason. The rest of the hackers hack for non-financial reasons. As an
example 28% of hackers hack for personal development, 14% for excitement and 6%
for the greater good. Hackers also do not choose a VRP only by which one has the
biggest monetary reward. There are though many reasons stated in the report for
why they choose a specific program. Many choose monetary reasons such as higher
value per finding (44%) or fast time to payment (50%), but there are more reasons
that are not directly monetary in nature. In fact the most common reason (61%)
is because of a responsive team and other than that, new technologies (52%) is also
a common reason along with a breadth of scope (50%) and familiar technologies
(44%) [2]. In the 2022 hacker powered cybersecurity report from HackerOne, the
most popular (65%) reason to choose a program to hack was the bounty. After that
liking the brand (38%) and having a challenge and opportunity to learn (40%) were
second and third most popular reasons. Other common reasons were that they use
the company’s product (27%), a varied scope (36%), they received an invitation to a
private program (34%), fast resolution time (28%) and fast bounty time (32%) [11].



2. Foundations

2.2. Economic Motivations for Software Bug
Bounties

While VRPs and BBPs cost money, there are economic motivations for these. Fig-
ure 2.2 depicts the connection between privately and socially optimal care. Because
software developers are currently shielded from liability from bugs in products, they
have an incentive to let many bugs go unpatched instead of fixing them. For the
society, it is optimal to have the most care to find and fix bugs in software. In the
triangle ab0 in Figure 2.2, the social surplus can be seen which can be captured
by a successful policy. A successful policy in this case would be one that increases
the care to find and fix bugs in software. One way to get developers to put more
care into finding and fixing bugs is making them more liable for harm done by their
software because of bugs. To seek to cover the liability, the developers can outsource
bug finding through bug bounties. Though in that way, bug bounties can work as a
patch to a wound as the developers may put less effort into writing safe software to
begin with and use bug bounties to patch the buggy software after it is released in
favor of not slowing down software development [25].

$

d

P

0 X* Care x

Figure 2.2: Comparing Privately and Socially Optimal Care x, Figure from Christo-
pher Sprague and Jeffrey Wagner, Economic Motivations for Software Bug Boun-
ties [25]

Figure 2.3 shows the relationship of expended care between developers and bug
hunters. To the far right, developers expend all the care to find bugs. To the far
left, all the care is expended by the bug hunters. The marginal cost lines show the
marginal cost for the developers (MCd) and the bug hunters (MCh). The level of
care in the space between the far right and to the point where the marginal lines
intersect (Xd), are levels where the developer will stand to gain from paying the bug

10



2.3. Bug bounties and disclosure policies on state level

hunter to find the bugs for them [25].

S

MC

MCJ
T
R ’__/_, _______
Py .
X x*
Care x expended
x* xp =0

Figure 2.3: Division of Care by Equi-Marginal Principle, Figure from Christo-
pher Sprague and Jeffrey Wagner, Fconomic Motivations for Software Bug Boun-
ties [25]

2.3. Bug bounties and disclosure policies on state
level

A few states have shown interest in disclosure policies and programs. The Nether-
lands was first at creating a disclosure policy, which acts as a guideline even if it
is not a law [14]. Latvia took it a step further and created regulations around the
responsible vulnerability disclosure process [14]. In addition, France is already im-
plementing a disclosure policy that will protect cybersecurity researchers [6]. The
United States authorities along with the United Kingdom have shown interest in
creating a responsible disclosure policy. As an example of interest, U.S. assistant
Attorney General Leslie Caldwell described the “Hack the Pentagon” BBP project
as laudable. This project was created by the U.S. DoD in cooperation with the
U.S. Department of Justice’s Criminal Division. Not only countries are creating vul-
nerability disclosure policies and bug bounties, many companies have also starting
doing so. An example of larger companies that have created vulnerability disclosure
policies or bug bounties are Microsoft, Uber, IBM, Facebook and Google [14].
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To create a disclosure policy, clear rules should be laid out. What can and cannot
be done should be clear, for example what methods can be used and what kind of
vulnerabilities can be reported. It needs to be clear where cybersecurity researchers
should report vulnerabilities to, for example to a BBP, VRP or a national Computer
Emergency Response Team (CERT). Giving out monetary prices in BBPs can
motivate cybersecurity researchers to report vulnerabilities [14].

Creating laws around disclosures is not as straight forward as one could think. The
legal frameworks between countries are different, and it will therefore not be as
hard in every country. One thing to keep in mind is to make sure that the new
law does not make research into finding cybersecurity flaws illegal. If that happens,
it would make it much harder to involve independent cybersecurity researchers in
building cybersecurity in cooperation with the government and organizations. An-
other problem is not to make the law so inclusive that the act of reporting does
not rid a reporter of all responsibility. If reporters of vulnerabilities can legally rid
themselves of responsibility by reporting the vulnerability, then a malicious hacker
could hack into a system, steal data, sell the data and then make sure they are not
sued by reporting the vulnerability afterwards. The laws therefore need to be well
thought out and written so that it protects both reporters that reports in a way that
is generally thought of as inside the law as well as the country and organizations [14].

There are different ways of disclosing vulnerabilities. One important one is through
full disclosures, which is when all information about a vulnerability is shared to the
public without the vendors consent. This can lead to IT cybersecurity risks. A good
thing about full disclosures is that the public scrutiny that follows can put pressure
on organizations to fix these vulnerabilities. Another point that advocates of full
disclosure often mention is that it is ethically correct to let the public know of vul-
nerabilities so that the users of software can protect themselves. A downside of full
disclosure is that disclosing as much information as possible increases the risk for
everyone. Another important kind of disclosure is responsible disclosures. Respon-
sible disclosure policies are policies of how to disclose vulnerabilities responsibly and
encourages independent grey hat researchers in the disclosure process to disclose vul-
nerabilities. They generally include discovery, reporting, response from the vendor
and publishing of limited information. These policies can strengthen the cooper-
ation between vendors and cybersecurity researchers along with giving researchers
guidelines of how they should go about finding, reporting and publishing vulner-
abilities. Responsible disclosure policies are considered as effective in disclosing a
dangerous kind of vulnerabilities called “zero-day” exploits [14].
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3. Related Work

This chapter covers publications related to the research questions underlying this
thesis.

Ita Ryan, Utz Roedig and Klaas-Jan Stol [21] performed a questionnaire on security
practices and security culture along with investigating their correlation. The re-
sponses to this questionnaire came from 59 different countries, the highest number
of responses coming from the United States. The total number of responses was
1100. The result of the study was that there was not a strong correlation between
organizations having good security practices and having a good security culture.
Even if security is high priority in the organization, the security culture can be
unfavorable and only the minimum is done for security compliance. The respon-
dents with the lowest grade in software security practices spent less than half an
hour a week on security activities while the organizations with the highest software
security practice grade still spent only less than two hours a week on security ac-
tivities on average. The results from the questionnaire also stated that 31.7% of
participants in the survey answered that external penetration testers were used to
identify security problems. These percentages for the use of penetration testers were
though not provided per country, but rather only as an average of results from all
the countries [21].

Tamara Lopez et al. [16] performed a multi sited ethnographic study in the UK over
a 2.5 year period that sought to answer where security can be found in normal de-
velopment environments and what security practices non-specialist developers have.
The participants were 23 developers from two different companies. The results of
the study was that developers respond to security needs in situations within the
dimensions of common development practice. How a developer responds to these
needs is influenced by the task, local problems and the developer’s orientation to
the situation. Developers generally think that following a companies security poli-
cies makes sense and associate code security with writing good software. Lastly the
attitudes and priorities of companies and clients are reflected on to decisions that
impact security in code [16].

Irum Rauf et al. [20] conducted a study with 124 freelance developers, which were

mostly from Asia. The study consisted of code review tasks with open-ended re-
sponses that the researchers used to assessment the engagement of developers with
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code, as well as psychological questions to assess their attitudes. They conducted
this study to understand how social priming influences the security engagement of
developers with code and how they attend to security in code. The results of the
study could not conclude if social priming affected the participant’s engagement with
security in code. Forty four percent of participants did though talk explicitly about
security during engagement with code when they had not been socially primed to
security. When security requirements were not specified, developers in the study at-
tended to security according to their own security views instead of security expected
by software owners. Social considerations towards other developers and the wider
good were though also key motivation of the developer’s security practices [20].

The U.S. National Telecommunications and Information Administration (NTIA)
Awareness and Adoptions Group [19] performed two surveys, one with security re-
searchers (414 responses) and the other with software vendors (285 responses). The
questionnaires looked into the past or current behavior around responding or re-
porting of vulnerabilities along with working processes and possible improvements
to them. The results from the researcher survey was that most (92%) cybersecu-
rity researchers take part in a coordinated vulnerability disclosure. Cybersecurity
researchers also generally publicly disclose vulnerabilities only after poor communi-
cations or other frustrations. The threat of legal action is a reason for not disclosing
for 60% of cybersecurity researchers. Lastly, 70% of researchers expect good com-
munications but only 15% expect bounty. The results from the vendor survey was
that most (76%) mature technology providers develop vulnerability handling pro-
cedures internally, few look at international standards of how other organizations
implement this. Few (one in three) organizations stated that their suppliers had
their own vulnerability handling procedures or required them to do so. The reason
that mature vendors had disclosure policy was reported as being because of a sense
of corporate responsibility or their customers wanting it [19].

The United Nations specialized agency International Telecommunication Union (ITU)
performed a survey [13] that asked the union member states questions covering five
pillars of cybersecurity. Those pillars are legal, technical, organizational, capacity
development and cooperative measures. The definitions of these five pillars can be
seen in Figure 3.1.
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Figure 3.1: Five pillars of cybersecurity, Figure from the International Telecommu-

nication Union, Global Cybersecurity Index 2020 [15]
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In the survey, which was performed in 2020, questionnaires got returned from 150
member states. As can be seen in Figure 3.2, Iceland scored the lowest in capacity
development. The scores for some other categories are also not as good as they could
be, for example in the technical measures and cooperative measures. It is though
unclear in which category of the five pillars VRP would fall into. The overall grade
of Iceland is 79.81 and ranked 58th in the rankings. In comparison, Estonia ranked
3rd with a score of 99.48, Norway ranked 17th with a score of 96.89 and Denmark
ranked 32nd with a score of 92.6. The score of Iceland is therefore comparatively
low compared to these neighboring countries [13].

Iceland
Leaal Measures Development Level:
.egal Measures
20 Developed Country
Cooperative Technical
Measures Measures
Area(s) of Relative Strength
Legal, Organizational
Measures
Area(s) of Potential Growth
; Capacity Development
Capacity S S
P ey sy Organizational Measures
Development
Overall Legal Technical Organizational Capacity Cooperative
Score Measures Measures Measures Development Measures
79.81 17.78 1617 17.62 11.99 16.25

Source: TU Glebal Cybersecunty Index w4, 2020

Figure 3.2: Evaluation of Iceland, Figure from the International Telecommunication
Union, Global Cybersecurity Index 2020 [13]

The Global Cyber Security Capacity Centre at Oxford University [5] did at the
request of the Ministry of Transport and Local Government in Iceland perform a
review of the maturity of the cybersecurity capacity of Iceland. A series of consul-
tations were performed with staff from the following sectors: government depart-
ments and ministries, legislators and policy owners, criminal justice, law enforce-
ment, academia, and private and financial sectors. These consultations involved 60
institutions and enterprises in Iceland, and focused on the five following dimensions:
Policy and strategy, Culture and society, Education and training and skills, Legal
and regulatory frameworks, Standards and organisations and technologies. As can
be seen in Figure 3.3, Iceland got a poor grade in many parts of the review. Some
exceptions to that are the sub categories for legal frameworks and national cyber-
security strategy. The subcategory for responsible disclosures, which a VRP would
fall into, gets a bad grade along with the category for software quality. It is not
clear in which subcategory penetration testing would fall into, but it at least falls
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into the category for standards, organizations and technologies, which gets a poor
overall grade [5].
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Figure 3.3: Overall representation of the cybersecurity capacity in the Republic of
Iceland, Figure from the Global Cyber Security Capacity Centre, Cybersecurity
Capacity Review Republic of Iceland [5]

Arnardéttir et al. conducted as part of their Bachelor’s thesis [1] ten interviews
with managers responsible for I'T security at Icelandic companies. The topic of this
qualitative study was to find out about the most important cybersecurity challenges
and tasks that the interviewed managers face during their work. However, these

interviews did not cover VRP or technical aspects such as penetration testing or
security scanning [1].
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4. Methods

This chapter describes the methods used in the research of this thesis and the de-
mography of the involved participants. The results are described in Chapter 5.

For this research, a mix of quantitative and qualitative research was used. Quanti-
tative research is based on objectivity independent of human perception and like in
a one way mirror, the investigator does not influence the investigated and vice versa.
In quantitative research the sample sizes are much larger than in qualitative research.
What quantitative research seeks to do is measure and analyze causal relationships
between variables. Ways to do that include randomization, highly structured pro-
tocols and questionnaires with a limited range of predetermined responses. The
quantitative technique used here are questionnaires with predetermined responses,
though in some cases allows open-ended answers [22].

Qualitative research is based on there not being one truth, but rather multiple real-
ities and multiple truths as reality is socially constructed and constantly changing.
In qualitative research, the investigator and the investigated are linked in interac-
tion and the findings are created within the context of the situation of the inquiry.
It focuses on process and meanings. Ways to do this include in-depth and focus
group interviews along with participant observation as the samples are not meant
to represent large populations. The sample size is small but purposeful, and here
in depth interviews were taken with participants from the subset of those that took
part in the quantitative questionnaires on the subject [22].

4.1. Quantitative Research

Two studies were designed along with follow-up interviews after the first study.
These studies were conducted with participants in Iceland and asked employees
about vulnerability reporting and cybersecurity practices inside their organizations.
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4.1.1. Survey protocols

The two studies have two slightly different target groups, but follow the same general
process. That process was that the online questionnaires were written in Icelandic
and English, and no time limits on how long participants took to complete the
questionnaires were imposed.

Study one targeted upper management and cybersecurity professionals, this was
done by sending the questionnaires using the professional networks of the author of
this thesis and his supervisors along with sending it to Icelandic cybersecurity and
project management Facebook groups. The study was also designed with the knowl-
edge of the upper management and cybersecurity professionals in mind and asked
questions about VRP that these individuals would have a say in the implementa-
tion of. For further details on the demography of the participants in Study one, see
section 4.1.2.

Study two aimed at reaching a broader group by targeting programmers and IT
professionals in general without necessarily having a cybersecurity focus. This was
done by using the professional networks of the author of this thesis and his supervi-
sors along with posting to Icelandic programming, cybersecurity and management
Facebook groups. As such, the questionnaire in Study two was designed with the
knowledge of general I'T professionals in mind as well as to gain an insight concern-
ing their knowledge on the subject. For further details on the demography of the
participants in Study two, see section 4.1.3.

The study protocols along with the questionnaires and interview script were im-
proved in a series of reviews together with the supervisors of the project with im-
provement sprints in-between.

The tool that was chosen to design and deliver the questionnaire was SoSci Sur-
vey [15]. This tool was chosen as it had good branching functionality, i.e. guide
the participant along different branches of questions depending on their previ-
ous answers, along with being free of charge for academic research within certain
terms. The terms were that questionnaire must have no commercial background and
be anonymous [15]. SoSciSurvey’s General Data Protection Regulation (GDPR)-
compliant cloud service was used instead of getting a license and running it on an
own server setup.

To make sure that the questionnaires asked the right questions and had good word-
ing, the questionnaires went through iterations of reviews by the group of thesis
supervisors. Through improving upon the items in the feedback from the reviews,
the quality of the questionnaires became steadily better.
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For the questionnaire in Study two, the questionnaire from Study one was used as
a base. This questionnaire was made as a shorter version of the questionnaire in
Study one, to appeal to the new target group. Having a good initial base to work
from, and the experience gained from reviewing the questionnaire from Study one
resulted in needing only a few iterations for creating the questionnaire in Study two.

4.1.2. Study one

Study one sought to answer the questions: Have organizations been getting disclo-
sures in the last years, whether there is any existent interest in VRPs, what barriers
might be in the way of implementing such a program, and on the usage of penetra-
tion testing and security scanning (covering the research questions, see section 1.1).
The questionnaire in Study one was designed to get answers to these questions.

Advertising the questionnaire

A list of individuals was compiled by the author of this thesis, the thesis supervisors
and other individuals, and an email sent out to these individuals. The estimated
time for finishing the questionnaire was in the email stated to be eight minutes,
though that might have been an underestimate considering the time it took already
to take the shorter questionnaire in Study two. Furthermore, a post was sent to
the Facebook group of cybersecurity in Iceland. That group is called “Netoryggi —
hépur um oryggismal veflausna”; it has 3.6 thousand members and is for posting
information about and discussing cybersecurity.

In the questionnaire, respondents could at the end choose to take part in a follow-up
interview and leave their contact information (name and email) either connected to
their answers or without association to their answers.

Study one was available on ScoSci Survey from 28.3.2022 to 30.9.2022, it was avail-
able this long as there was an ongoing effort to get more participants. The ongoing
effort did somewhat pay off as responses continued to come in during the summer.
In the end, the number of total participants was 31 in Study one.

A filtering of data points used in both studies was removing those data points where
participants only answered questions on the first page which consists of demographic
questions. However, in Study one no participant only reached the first page in
Study one, and therefore the number of data points is equal to the total number of
participants.
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Demographics of participants

In Figure 4.1 it can be seen that the participants are working for organizations of
different sizes. The most common organization size is 101-500 employees (9 partici-
pants gave that answer). Some sort of median split is at 100 employees: the number
of participants that worked at organizations with 100 or fewer employees were 11,
while 16 worked at organizations with over 100 employees.

What is the number of employees in your
company?

1-20

21-50

51-100

Answer

101-500

501-1000

>1000

0 2 4 6 8
Num answers

Figure 4.1: Study one: Size of company (number of employees)

Twenty (74%) participants of this questionnaire answered as being in some sort of
management role as can be seen in Figure 4.2. Those who were not in manage-
ment roles were in the following roles: three can be summarized as programmers
and cybersecurity professionals, and four participants answered with “Other”. The
“Other” field allowed participants to provide free text: from these four “Other” an-
swers, two answered to be in management roles that did not fit the management
roles provided in the available selections. With these two further management roles,
the total number of management roles increases to 22 (81%).

When asked what the geographical reach of their organization was, 16 (59%) partic-
ipants answered as working for organizations with national reach. Four participants
answered that their organizations had European reach and seven with international
reach, which makes 11 (41%) participants that work for organizations with opera-
tions reach outside of Iceland.

When asked about the age of their organization, 18 (69%) participants said they

worked at organizations that are more than 16 years old. Three participants an-
swered with younger than five years old, four answered with five to ten years old
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What is your role in your organization?

CEO
CTO
CIso

Upper management

Answer

Project Manager/Team leader
Developer/Programmer

Security professional

Other

0 1 2 3 4 5 6
Num answers

Figure 4.2: Study one: Role inside of company (job title)

and one participant answered with 11 to 15 years old. Which makes eight (31%)
participants that answered as working for organizations younger than 16 years old
against 18 that answered as working for organizations older than 16 years old.

As can be seen in Figure 4.3, the participants were from organizations focusing
on different domains. Ten (37%) participants chose to specify the organizations’
focus in the “Other” input field. From the free text field available for the “Other”
selection, there were two responses as data/databases and one as scientific research.
Other single instance responses were: cybersecurity, software, energy, consulting,
telecommunications, managed service provider.

What is the organization’s main focus?
(Select those that apply)

Web services

loT devices
Industrial equipment
Finance

Retail

Answer

Public Administration
Education
Other
Do not know / Do not want to answer
0 2 4 6 8 10
Num answers

Figure 4.3: Study one: Organizations main focus
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4.1.3. Study two

A few participants in Study one mentioned the questionnaire being too long after
taking it, a few mentioned this in replies of an invitation email sent to them to take
part and a couple through interviews. Therefore, for Study two, the aim was to
shorten and simplify the questionnaire along with the informed consent text. When
advertising the questionnaire, the stated time estimate for taking the questionnaire
was ten minutes.

In addition, Study two aimed at a wider and more general audience of I'T profes-
sionals, that along with the questionnaire being shorter resulted in more individuals
participating in the questionnaire. Study two was designed to answer questions on:
What IT professionals think about VRPs, how much they know about them and
how the culture around VRP and cybersecurity is in their organizations. Just as in
Study one, this allows to answer the research questions (see section 1.1), however
with fewer questions and wider, but less focused group of participants.

Advertising the questionnaire

The questionnaire was posted on two Icelandic Facebook groups, “Forritarar 4 Is-
landi”* and “Félag Tolvunarfreedinga”, that have 7.3 thousand and 1.3 thousand
members respectively. The former group is a group to talk about anything around
programming or programming projects. The latter group is a group for the Icelandic
association of computer scientists with university education where members of the
organization can communicate.

The number of total participants was 71 and after filtering, the total number of
data points remaining was 59. The filtering applied was to exclude those that only
reached the first page of questions, which included only demography questions (see
section 4.1.3). The questionnaire was online from the 21.02.2023 to 28.04.2023.

Demographics of participants

Figure 4.4 shows that 29 (53%) participants, work at organizations with above 100
employees.

"https://www.facebook.com/groups/415940541830603
2https://www.facebook.com/groups/10760077999
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What is the number of employees in your
organization?

1-20

21-50

51-100

Answer

101-500

>500

Do not know / Do not want to
answer

00 25 50 7.5 100 12.5 150 17.5
Num answers

Figure 4.4: Study two: Size of company (number of employees)

In Figure 4.5 we can see that 22 (42%) of the responses are from programmers
and altogether 16 (30%) from project managers/team leaders and cybersecurity
professionals. This reflects the targeting in the distribution of the participants as
was intended. From the “Other” field free text answers, three further participants
can be classified to belong to the management category. Additionally, three answered
as working in various positions around data and systems and three answered with
different positions that did not fit well into one category.

What is your role in your organization?

Project Manager/Team leader

Developer/Programmer

5 Security professional
2
< Researcher/Professor
Student
Other
0 5 10 15 20

Num answers

Figure 4.5: Study two: Role inside of company (job title)

When participants were asked about the geographical reach of their organization,
33 (60%) answered as having national reach, 19 (35%) with International reach and
3 (5%) with European reach.

When asked about the age of their organization, 41 (75%) participants said that
they work at organizations that are 16 years old or older. Four participants an-
swered with younger than five years old, six answered with five to ten years old and
three participant answered with 11 to 15 years old. Altogether, 13 (24%) partici-
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pants answered as working for organizations younger than 16 years. One participant
answered as not knowing or not wanting to answer.

As can be seen in Figure 4.6, the domain on which organizations of the participants’
focus was quite varied. Twenty one (38%) participants chose to use the “Other”
input field to answer the question. Other than this “Other” field, the most common
main focuses specified were finance with 14 (25%) answers, Web services with 12
(22%) answers and public administration with ten (18%) answers. From the “Other”
input field, answers with these main focuses were added to summarize: four answers
as data and databases, two answers as cybersecurity, two as computer games, two
as software development, two as energy and two as healthcare. Five answers from
the “Other” field did not fit well into any category and varied between different sec-
tors. Those different sectors included production systems, transportation, research,
infrastructure, consulting.

What is the organization’s main focus?
(Select those that apply)

Web services

loT devices
Industrial equipment
Finance

Retail

Answer

Public Administration
Education

Other
Do not know / Do not want to
answer | . . . .
0 5 10 15 20
Num answers

Figure 4.6: Study two: Organizations Main Focus

4.2. Qualitative Research

This section will describe what methods were used in the qualitative research in the
creation of this thesis. In the online questionnaire of Study one, participants could
opt to leave an email address in order to get contacted for a further interview.

4.2.1. Interview protocols

The target audience of the interviews were the participants of Study one, that means
that these were also individuals mostly in higher management positions. The ques-
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tions for the interviews were designed to probe further on material that had been
asked about in Study one.

The script with interview questions was reviewed by the supervisors of the thesis
and improved on until they were deemed of sufficient quality. The questions were
designed in Icelandic and English and the estimated time for the interviews were
45 minutes. Two interviews were in person and one was performed through remote
meeting software.

In the beginning of the interviews the participants were greeted and given a short
introduction on the material of the interview. The participants were asked for
consent for the audio of the interview to be recorded before turning on the recording
device that formally started the interview. The interviewer took notes during the
interview and the interviews were also audio recorded with the participants consent.

In the interviews the participants were then asked questions on the subject of VRP
from the script of interview questions, including why they answered questions from
the questionnaire a certain way and open-ended questions on the subject of vulner-
ability reporting. In the end of the interviews, the participants were asked about
any further thoughts and questions as well as if they were interested in receiving a
copy of the final results of the study.

4.2.2. Demographics of interview participants

Interviews were taken with three individuals who signed up for interviews in the
questionnaire in Study one. All three individuals had good knowledge of VRPs
and security practices. Furthermore, two out of three were in management roles
revolving around security.
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5. Results

The previous chapter provided information on protocols used as well as the demo-
graphy of participants. This chapter provides the actual data obtained from the
studies. Because the thesis author promised to only publish summaries of answers
in a disclaimer in both the questionnaires and in the interviews, there will only be
summarized data. That means that answers from individuals will not be provided
in this thesis or as part of further research using the data, and no transcripts of
interviews will be presented. The data provided in this chapter is then further
analysed and discussed in Chapter 6.

5.1. Data from Study one

In this section the results from Study one are provided. As explained in section 4.1.2,
the participants in Study one were mostly individuals with a background in man-
agement.

The number of total participants in this study was 31 in Study one and as already
mentioned in section 4.1.2, no one was filtered out, so the number of total data
points used was also 31.

5.1.1. Vulnerability reporting programs

When participants were asked if their organizations had a vulnerability disclosure
program, six (27%) answered “yes” and 16 (73%) answered “no”. Depending on
whether a participant answered as their organizations having a VRP or not, different
follow-up questions were asked. These are described in the following subsections.
Participants were also asked about other practices such as informing other vendors
of vulnerabilities that might impact those and if they alert consumers about fixed
vulnerabilities.
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Additional questions and answers from those having a VRP

Those participants who answered that their organization had a VRP were asked
two additional questions about their VRP practices, as can be seen in Figure 5.1.
Figure 5.1a depicts the results from the multiple choice question on what kind of
vulnerability disclosure practices participants say that their companies have. The
most commonly (four (80%) answers) selected answer option was: “We alert our
consumers about fixed vulnerabilities as well as whether we do not fix (discontin-
ued or unsupported products)”. Other common practices with three (60%) answers
each were informing and coordinating with other vendors that may be impacted by
vulnerabilities reported to them and to have a contact email for reporting vulnera-
bilities.

What kind of vulnerability disclosure
practices does your company have? (Select
all that apply)

Self-hosted Vulnerability Disclosure Program with a page detailing the
program and policy (the program does not offer a reward)

A contact email for reporting vulnerabilities
We have a Vulnerability Reward Program (VRP) with a third party
service

We inform and coordinate with other vendors that may be impacted by
vulnerabilities reported to us

We acknowledge reporters of vulnerabilities if they want that
recognition

We alert our consumers about fixed vulnerabilities as well as whether
we do not fix (discontinued or unsupported products)

Answer

Do not know / Do not want to answer

N

2 3

o
=

Num answers
(a) Study one: What Practices Do Organizations Have

Tell us why or what prompted the

organization to create and follow

disclosure practices (select all that

apply)
Our organization houses the required expertise to create a program
A Vulnerability Reward Program (VRP) in combination with pen-testing
service ensures a more secure service or product for our customers
Vulnerability Reward Program (VRP) platforms greatly facilitate having
. a disclosure program
g We benefit more having a Vulnerability Disclosure Program (VDP) than
2 not having one
<
Regulations demand we have a program
Our customers care about security as well as we do
Do not know / Do not want to answer
0 1 2 3 4

Num answers

(b) Study one: What Prompted Org To Follow Practices

Figure 5.1: Study one: Questions for participants that had a VRP
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In Figure 5.1b, the results from another multiple choice question are shown: “Tell
us why or what prompted the organization to create and follow disclosure prac-
tices”. The most common option with four (80%) answers was that their organiza-
tion houses the required expertise to create a program. Two other popular options
with three (60%) answers each were: the companies benefiting more from having
aVRP over not having one and their customers caring about cybersecurity as well
as themselves.

Additional questions and answer from those not having a VRP

Those 16 participants who answered as not having a VRP were asked seven addi-
tional questions to find out more about the reasons why they do not have one. Five
out of the seven additional questions were answered by all 16 participants. An ag-
gregated summary of whether it was considered (but then rejected) to create a VRP
and whether there is interest to implement one in the future is shown in Table 5.1.

When asked if the company considered creating and implementing a VRP, six (38%)
participants said they did not want to or did not know how to answer. Out of
the other ten, four (25%) said that their company had considered creating and
implementing a VRP and six (38%) said that their organization had not considered
it.

In the responses to being asked if their company would be interested in implement-
ing a VRP, nine (56%) participants said that their organization would maybe be
interested in implementing a VRP. Only two (13%) participants answered with a
“yes” and one (6%) participants answered “no”. Four (25%) did not know or did
not want to answer.

When answering if they had a timeline for implementing a VRP, 11 (69%) partici-
pants said they did not have a timeline implementing a VRP. One (6%) participant

Question Yes No Maybe Do not know / do
not want to answer

Has the company considered cre- 4 6 6

ating and implementing a VRP?

Would the company be interested 2 1 9 4

in implementing a VRP?

Do you have a timeline for imple- 1 11 4

menting a VRP?

Table 5.1: Study one: Aggregated results from questions around interest in VRPs.
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had a timeline for implementing a VRP and four (25%) said that they did not know
or did not want to answer.

As can be seen in Figure 5.2a, a lack of resources were the most common barrier from
the list of barriers with three (19%) answers. After that, two (13%) participants
answered that their development cycles were not suited for the implementation of
a VRP. Four (25%) participants chose to answer the question with the “Other
barriers” input fields. In that input field, one participant answered that their com-
pany was in fact already working on implementing a VRP, one pointed out a need
for a dedicated environment as a barrier and two answered that likely nobody had
thought about it or that they had never heard about a VRP.

Nine (56%) participants had a preference for a VRP program as can be seen in
Figure 5.2b. Of those who had a preference, six (38%) had a preference for third

What are the barriers or reasons for not
implementing a VRP?

We have other pressing
priorities

We do not house or have access
to the required expertise

(e.g. law makers)
We would like to have a

program in place but we don't
have the resources

Our development cycles are not
suited for implementing a VRP

Answer

Other barriers

Do not know / Do not want to
answer

U

2 3 4
Num answers

o+
=

(a) Barriers to implement VRP
Do you have a preference for a VRP

program?

Yes- Self hosted

o Yes- third party
[
=
(%]
C
<

No

Do not know / Do not want to

answer

0 1 2 3 4 5 6

Num answers

(b) Preference for a VRP program

Figure 5.2: Study one: Questions for those that answered as not having a VRP.
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party programs and three (19%) had a preference for a self-hosted program.

A further question was: If your company does not identify benefits of implementing
a VRP, why is that? 12 (92%) participants did not know or did not want to answer.
Only one (8%) person answered with the free text input field provided for the answer
option “other” and the answer was that there is a lack of knowledge.

Awareness

Further questions about awareness of VRPs were asked independent of whether the
participant answered whether they have a VRP or not.

As can be seen in Figure 5.3, 15 (68%) participants said that their organization is
aware of vulnerability disclosure practices and 14 (64%) thought that their orga-
nizations have done something about those practices. Fourteen (64%) participants

My organization is aware of vulnerability
disclosure practices and has done
something about it.

My organization is aware of vulnerability
disclosure practices. Completely disagree

Completely disagree
Somwhat disagree

Somwhat disagree
Neither agree/disagree

Answer

Neither agree/disagree

Answer

Somewhat agree

Somewhat agree
Completely agree

Completely agree 0 2 4 6
Num answers

©

4 6 8
Num answers

o-
N

(b) Organization is aware of VRP practices

(a) Organization is aware of VRP Practices and have done something about them
My organization has looked at how other
My organization has looked into best organizations are handling vulnerability
practices and/or standards. disclosures.
Completely disagree Completely disagree
Somwhat disagree Somwhat disagree

Neither agree/disagree Neither agree/disagree

Answer
Answer

Somewhat agree Somewhat agree

Completely agree Completely agree

0 2 4 6 8 10 0 2 4 6
Num answers Num answers

©

(c) Organization is aware of best practices (d) Organization had look into how other
and standards companies do things

Figure 5.3: Study one: Awareness around VRPs
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think that their organizations have looked into best practices and standards and 12
(55%) think that their company has looked at how other organizations are handling
vulnerability disclosures.

Figure 5.4 shows that a slight majority of participants (55%) rather think that
penetration testing is more beneficial than a VRP but also (as well 55%) that VRPs
is nevertheless beneficial for their companies. Most (70%) participants think that a
VRP would not negatively expose their company but some (37%) think that a VRP
program would be too demanding on the company.

It is/would be currently beneficial for
my company to make use of Vulnerability

Pentesting is more beneficial than a VRP Reward Programs (VRPs)
Somewhat disagree Completely disagree
Somewhat disagree
Neither agree/disagree
5 5 Neither agree/disagree
; Somewhat agree E
< < Somewhat agree
Completely agree
Completely agree
Do not know / Do not want to answer Do not know / Do not want to answer
0 1 2 3 4 5 6 7 0 2 4 6 8
Num answers Num answers
(a) Is penetration testing more beneficial (b) VRP Beneficial For My Company
Setting up a VRP program would be too
A VRP would negatively expose the company demanding on the company at the moment
Completely disagree Completely disagree
Somewhat disagree Neither agree/disagree
5 Neither agree/disagree o
H 2 Somewhat agree
2 Somewhat agree <
Completely agree
Completely agree
Do not know / Do not want to answer Do not know / Do not want to answer
0 2 4 6 8 0 2 4 6 8 10
Num answers Num answers
(¢) VRP Negative Exposure (d) VRP Program Too Demanding

Figure 5.4: Study one: VRP beneficial

Figure 5.5 shows what the participants answered concerning if they were aware of any
of the three popular VRP platforms listed (HackerOne, BugCrowd and Intigriti).
Ten (45%) participants were aware of one or more VRP programs, though eight
(36%) participants were not aware of any of the programs listed and four (18%)
answered as not knowing or not wanting to answer.

As can be seen in Figure 5.6, ten (50%) participants do not want any special recog-
nition for their organizations for having a VRP or would like to be anonymous.
There are eight (40%) participants in total who want recognition against ten (50%)
participants who do not want recognition. Four (20%) of those eight answered that
the best recognition would be being on a list of participating companies on the page
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Which Vulnerability Reward Programs (VRPs)
are you aware of, if any? (select all that

apply)

HackerOne

BugCrowd

Intigriti

Answer

Other

Not aware of any reward program

Do not know / Do not want to answer

0 2 4 6 8
Num answers

Figure 5.5: Study one: Awareness Of Programs

of the VRP program and four (20%) answered with getting a badge for participating
in it.
What would be the best recognition for

your company for having a VRP
(Vulnerabilty Reporting Program)?

Be on a list of companies in a
program on the page of the
program

Get a badge for taking part in
a program

Do not want any special
recognition

Answer

Want to be as anonymous as
possible

Do not know / Do not want to
answer

Num answers

Figure 5.6: Study one: Best recognition for company with VRP

5.1.2. Vulnerability reporting terms suggestions

Because there are no established Icelandic terms for VRP and related concepts,
participants were also asked for suggestions for three different VRP terms. As can
be seen in Table 5.2, depending on the term, four to six of the participants gave
suggestions for Icelandic terms to use in VRPs. Thirteen to 15 participants answered
as not knowing or not wanting to answer. The terms that were asked about were

35



5. Results

terms for VRPs, for a person who looks for and reports vulnerabilities, and for the
activity of searching for vulnerabilities.

Vulnerability reporting program  Person who looks for Search for vulnera-
and reports vulnera- bilities

bilities
Villuveidar Villuveidari Villuveidar
Veikleika Tilkynninga Gatt VI'G  Veikleikaleitari Veikleikaleitarakerfi
Veikleika vaktarinn Veikleika veidir Upplysingaoflun
Veikleikaskimun Veikleika veidari Veikleika Veidifero
Veikleikaskimari Veikleikaskimun
Upplysandi

Table 5.2: Study one: Suggestions from participants on VRP terms.

5.1.3. Cybersecurity, scanning and disclosures

When asked if their organization had a dedicated information security team, 20
(74%) participants said that their organization had an internal security team of
one or more people. Only one (4%) participant said that their organization had an
external security team and 5 (19%) said that they did not have a dedicated security
team.

In Table 5.3, questions with simple yes and no answers are summarized together.
Twenty (80%) participants said that their company have application security assess-
ments. Twenty one (78%) participants said that their organization is scanned on a
regular basis but only just 14 (52%) of them said that their organization is regularly
penetration tested.

When asked, 15 (58%) participants answered that their organization required that
staff are trained in software security. There were only eight (31%) participants who
answered that their organization did not require it.

In Figure 5.7, 13 (62%) participants said that their organization had received disclo-
sures in the last three years. The most common way of receiving disclosures, with
12 (57%) responses, were through a penetration testing service, next after that with
six responses (29%) were disclosures from independent white hat researchers with
authorization from the company.
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Question Yes No Do not know / do not
want to answer

Does your company have application 20 5 0

security assessments?

Is your company scanned for vulnera- 21 4 2

bilities on a regular basis?

Is your company penetration tested on 14 12 1

a regular basis?

Does your company require that IT 15 8 3

Staff are trained in software security?

Do you have a timeline for implement- 1 11 4

ing a VRP?

Table 5.3: Study one: Results from questions on application security assessments,
scanning and more.

Has your organization received any
disclosures in the last 3 years?

Yes - from a penetration testing service

Yes - from an independent grey hat researcher

Yes - from an independant white hat researcher with authorization from
the company

Answer

Yes - from a Vulnerability Reward Program (VRP) platform

No

Do not know / Do not want to answer

0 2 4 6 8 10 12
Num answers

Figure 5.7: Study one: Has Received Disclosures

Those 13 participants that answered “Yes” on having received disclosures in the last
three years were asked three further questions about these disclosures.

(Surprisingly, 14 participants answered one or more of the further questions — that
is one more than those who answered “yes” to having received disclosures: While
that should in theory not be possible, a possible explanation for that would be how
SoSci Survey deals with branching: this could happen if a participant first answered
“Yes” to having received a disclosure, then answered the extra questions, but then
later went back and changed the first answer to a “No”.)

In response to being asked if the organization had pursued vulnerabilities through
legal channels, three (21%) participants answered with a yes. Eight (57%) partici-
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pants answered with a no and 3 (21%) answered as not knowing or not wanting to
answer.

When asked if the company had in general been satisfied with the quality of the
reports submitted, ten (71%) participants answered with a yes. Two (14%) partic-
ipants answered with a no and two (14%) with “do not know or do not want to
answer’.

The question “Did the disclosure lead to a fix?” was answered with “yes” by all 13
participants who answered that question.

Most participants who reached the last page of the questionnaire did not want to
participate in a follow-up interview, in fact only four (20%) of those that reached
the last page of the questionnaire said they wanted to do so and left their email
address for getting contacted.

5.2. Data from Study two

In this section, the data from Study two is provided. As already described in sec-
tion 4.1.3, Study two consisted of a questionnaire of a smaller size than in Study one
and therefore took less time to take. The participants in Study two were individuals
with different backgrounds but the biggest part of those being programmers. This
group will be summarized as I'T professionals.

The questionnaire in Study two was less detailed than in Study one. It focused on
scoping the knowledge of this group of I'T professionals on vulnerability reporting
and VRPs while still keeping the questionnaire comparable to the main questions
in the questionnaire in Study one.

The number of total participants was 71 and after filtering, the total number of
data points remaining was 59. The filtering applied was to exclude those that only
reached the first page of questions, which contained only demography questions.

Because the questions in this questionnaire are mainly a subset of the questions
already asked in Study one, most of the questions discussed in the following are
already known from section 5.1. The answers are though of course different as the
participants were different.
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5.2.1. Vulnerability reporting programs

In Figure 5.8 it can be seen that 18 (43%) participants did not have a preference for
whether a VRP program is self-hosted or hosted by a third party. Those who had a
preference, rather had a preference for a third party VRP program than a self-hosted
VRP program (nine (21%) against 5 (12%) answers). Ten (24%) participants did
not know or did not want to answer.

As can be seen in Figure 5.9, when asked about the best recognition for their orga-
nization for having a VRP, 14 (37%) of the participants answered as not knowing or
not wanting to answer. The other 24 participants answered somewhat evenly. It can
though be noted that 13 (34%) of those 24 thought no special recognition or being
anonymous was best while 11 (29%) participants opted for some sort of recognition.

Do you have a preference for a VRP
program?

Yes - Self hosted

Yes - third party

Answer

No

Do not know / Do not want to
answer

00 25 50 7.5 100 125 150 17.5
Num answers

Figure 5.8: Study two: VRP program preference

What would be the best recognition for
your organization for having a VRP
(Vulnerabilty Reporting Program)?

Be on a list of organization
with a program on a VRP
platform

Get a badge for taking part in
a program

Do not want any special
recognition

Answer

Want to be as anonymous as
possible

Do not know / Do not want to
answer

0 2 4 6 8 10 12 14
Num answers

Figure 5.9: Study two: Best recognition for organizations with a VRP
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As shown in Figure 5.10, participants were asked if it would be beneficial for their
organization to make use of VRPs. From 42 participants who answered the question,
25 (60%) participants either answered as not wanting to answer or not knowing, or
answered as neither agreeing nor disagreeing. Of those 17 participants who took a
stand on agreeing or disagreeing to VRP programs being beneficial, 13 (31%) agreed
and only four (10%) disagreed.

In the question, “If you/your organization does not identify benefits of implementing
a VRP, why is that?”, 22 (59%) participants answered that they did not know or did
not want to answer as can be seen in Figure 5.11. From those that did answer, ten

It is/would be beneficial for my
organization to make use of Vulnerability
Reward Programs (VRPs)

Completely disagree

Somwhat disagree

Neither agree/disagree

Answer

Somewhat agree

Completely agree

Do not know / Do not want to answer

6 8 10 12
Num answers

o
IS
IS

Figure 5.10: Study two: The beneficiality of making use of VRPs.

If you/your organization does not identify
benefits of implementing a VRP, why is
that? (select all that apply)

It is complex and there's
lack of expertise

It would negatively effect
the image of the organization

Cost of the program

Exposure of systems

Answer

Lack of resources/takes up
too much resources

Other

Do not know / Do not want to
answer

0 5 10 15 20
Num answers

Figure 5.11: Study two: Why do organizations not identify benefits of implementing
a VRP?
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(27%) said there was a lack of resources and six (16%) answered as the cost of the
program being a reason of organizations not identifying benefits of implementing a
VRP.

In Figure 5.12, 22 (52%) participants answered that they were not aware of any
reward program platform. The platform that was best known was HackerOne with
seven (17%) answers. In total, 11 (26%) participants knew one or more VRP plat-
forms.

In the multiple choice question in Figure 5.13, participants were asked to mark all
the items that fit with respect to VRPs for their organization: Thirty one (67%)
participants answered as not knowing or not wanting to answer. Of those 16 (35%)
that answered other than not wanting to answer, the most popular answer with

Which Vulnerability Reward Program (VRP)
platforms are you aware of, if any?
(select all that apply)

HackerOne
BugCrowd
5 Intigriti
=
wn
C
< Other

Not aware of any reward
program platform

Do not know / Do not want to
answer

5 10 15 20
Num answers

O

Figure 5.12: Study two: Best known VRP platforms

Mark everything that fits with your
organization

My organization has a
vulnerability disclosure
program

My organization has
considered creating and
implementing a VRP

My organization is interested
in implementing a VRP

Answer

My organization has a
timeline for implementing a
VRP

Do not know / Do not want to
answer

10 15 20 25 30
Num answers

O
(6]

Figure 5.13: Study two: Interest in implementing VRP and other considerations
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seven (15%) answers was that of the organization having a vulnerability disclosure
program.

5.2.2. Security, scanning and disclosures

The question depicted in Figure 5.14 asked if penetration testing was more beneficial
than a VRP. There, 29 (71%) participants again either answered as not wanting to
answer or not knowing, or answered as neither agreeing nor disagreeing. Of those
12 (29%) participants who took a stand on agreeing or disagreeing to penetration
testing being more beneficial than a VRP, ten (24%) agreed and only two (5%)
disagreed.

Pentesting is more beneficial than a VRP

Somwhat disagree

Neither agree/disagree

Somewhat agree

Answer

Completely agree

Do not know / Do not want to answer

00 25 50 75 100 125 150 17.5
Num answers

Figure 5.14: Study two: Is penetration testing more beneficial?

Figure 5.15 shows how participants answered with respect to whether their organiza-
tions have received disclosures in the last three years and from what source. There
were 42 total responses to this multiple choice question and of those, 18 (43%)
answered as not knowing or not wanting to answer. Apart from that, 18 (43%) par-
ticipants selected one or more different options of having received disclosures and
only 6 (14%) participants answered that their organization had not received any
disclosures.

Those participants who answered that their organization had received disclosures
in the last three years were asked additional questions about disclosures, which
are aggregated in Table 5.4. From these additional questions, it can be seen that
nine (56%) participants thought that their organizations had been satisfied with the
quality of the reports submitted and only two (13%) participants said that they were
not satisfied with the quality of reports. Fourteen (88%) participants also said that
the disclosures led to a fix. Twelve (75%) participants said that their organization
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Has your organization received any
disclosures in the last 3 years? (select
all that apply)

Yes - from a penetration
testing service

Yes - from an independent
grey hat researcher

Yes - from an independant
white hat researcher with
authorization from the
organization

Yes - from a Vulnerability
Reward Program (VRP) platform

Answer

Yes - from our self-managed
Vulnerability Reward Program
(VRP)

No
Do not know / Do not want to

answer

00 25 50 7.5 100 125 150 17.5
Num answers

Figure 5.15: Study two: Received disclosures in the last 3 years

had not pursued disclosures through legal channels, the other four (25%) said that
their organization had done so.

Question Yes No Do not know / do not
want to answer

In general, has your organization been 9 2 )

satisfied with the quality of report(s)

submitted?

Did the disclosure lead to a fix? 14 1 1

Has the organization pursued vulner- 4 12 0

ability disclosures through legal chan-

nels?

Table 5.4: Study two: Results from questions on received disclosures. The rows show
the questions and the columns show the answers, counted in number of answers.

As can be seen in Figure 5.16, 24 (56%) participants said that their organizations
require IT staff to be trained in software security. Thirty (70%) participants also
said that their organizations have application security assessments and 37 (86%)
participants said that they were scanned for vulnerabilities on a regular basis by the
request of the company. Only 17 (40%) participants answered that their organization
was penetration tested on a regular basis.
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Mark everything that fits with your
organization

My organization is scanned
for vulnerabilities on a
regular basis (requested by
the company)

My organization is
penetration tested on a
regular basis

Answer

My organization has
application security
assessments

My organization requires that
IT Staff are trained in
software security (in-house or
external training) | ‘ ‘ ‘ ‘ ‘ ‘ ‘
0 5 10 15 20 25 30 35
Num answers

Figure 5.16: Study two: Training, assessments and scanning

My organization has informed itself on
My organization is aware of vulnerability best practices and how other organizations
disclosure practices. are handling disclosures.

Somwhat disagree Completely disagree

. . Somwhat disagree
Neither agree/disagree

Neither agree/disagree
Somewhat agree

Answer
Answer

Somewhat agree

Completely agree
Completely agree

Do not know / Do not want to answer Do not know / Do not want to answer

0.0 25 5.0 7.5 100 125 15.0 0.0 2.5 5.0 7.5 100 125 15.0
Num answers Num answers

(a) Awareness of wvulnerability disclosure (b) Organizations informed on best practices
practices

My organization and has done something
about its vulnerability disclosure
practices.

Completely disagree

Somwhat disagree

Neither agree/disagree

Answer

Somewhat agree

Completely agree

Do not know / Do not want to answer

0.0 25 5.0 7.5 100 125 15.0
Num answers

(¢) Have organizations done something
about vulnerability disclosure practices

Figure 5.17: Study two: Questions on awareness and information.

Figure 5.17 covers answers to three different questions. Figure 5.17a shows that 29
(69%) participants think that their organizations are aware of disclosure practices
and from Figure 5.17c it can be seen that 28 (67%) participants said that they had
done something about them. According to Figure 5.17b 26 (62%) participants also
think that their organizations have informed themselves on best practices and how
other organizations handle disclosures.
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5.3. Data from the interviews

In this section the interviews conducted in Study one are presented by providing
summaries in a way that the interviewed individuals and their companies cannot be

identified.

5.3.1. Interview one

In Interview one, the interviewee said that their organization had not received any
disclosures in the last ten years. Even so, they think that receiving disclosures from
ethical hackers is of great value, and they had started looking into if they should set
up a VRP. They thought that VRPs are low maintenance, as the simplest form of a
VRP is a simple text site on their website. This could as an example be part of the
/security.txt [8] file on their company’s website. This text site would only need
to state what the program allows and how to disclose vulnerabilities to them. The
organization also knew of two companies with VRPs. They pay security contractors
to penetration test their systems, and they have a good security budgets to utilize
for that. They are not compliant to specific standards, but they rather have their
own standards and try to test the systems in different ways with their budget. They
said that they buy time from a security contractor company every month for testing
and have at least one big penetration test performed every year.

They did not think that there are many ethical hackers in Iceland currently and
that the surrounding culture is not there yet. That could though change if it comes
more common in Iceland to have a VRP. They think that one benefit of having a
VRP is that it shows the outside world that they care about security. They get a
lot of attention and attacks from the bad guys, and they say that bad actors try to
simply hack somebody, not necessarily some specific company. Therefore, having a
system that looks secure could work to decentivize bad actors from attacking their
systems. Having a VRP could also be a factor that has an effect on the insurance.

They have a non-mandatory awareness program for employees for phishing. They
tracked how many employees take it, though they want to have an attendance score
at some point that they can improve on. They have a code of conduct their personnel
need to follow. They have an extensive internal security scanning where they scan
every network every week along with scanning their network from the outside every
month. They try to automatically update as much as they can. They try to keep
track with vulnerabilities in their products, for example by email lists from vendors
or from the Icelandic CERT. If they got a disclosure, the person would get good
recognition, especially if they would apply for a job with them later on.
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The company would never go after a disclosure legally, and if that would happen
the interviewee would not stay with the company. They think that the company
should take part in a free VRP in Iceland, even though they probably would not
get any disclosures. When the interviewer mentioned the possibility of creating a
nation-wide VRP in which all companies would be part of, following an opt-out
model, they said that they thought that it would be better to take part in it to
make it likelier that other organizations take part as well. They felt that an opt-in
implementation VRP would be better if a national VRP was created as otherwise
companies might get angry and give cybersecurity researchers the wrong idea of it
being fine to hack companies that are not fine with it. They thought that this kind
of platform would be very interesting and mentioned that there are individuals that
hack just for fun or recognition.

5.3.2. Interview two

In interview two, the interviewee thought that their organization had improved their
vulnerability disclosure practices a lot. They furthermore had a positive outlook on
BBP, and they had worked at an organization with a BBP before. In fact, that
organization eventually stopped scanning their systems as they found that they
were being sufficiently scanned by security researchers in the BBP. They think
that for a VRP to work, there needs to be a bounty. From their experience with
BBPs, they mentioned that there are a lot of false positives reported and to properly
respond to disclosures, resources are needed.

Their organization had looked into BBP but the sensitive nature of the data in
their systems proved to be a barrier to implementing one, even as a private BBP,
data would need to be used for the system to be functional. For an organization
with sensitive data, artificial data would need to be created along with a testing
environment to run the program on, which involves time and proper resources to
get done. Their organization therefore did not have a VRP even though there was
interest for having one. That was though not the only reason for not having a BBP,
as they also mentioned that they already have enough to work on trying to address
vulnerabilities that they already know of. Many individuals playing with a system
with information of sensitive nature could also have adverse affects.

They have an internal program that lets employees report vulnerabilities, which
could be called an internal VRP. They have gone from scanning one or two times a
year to regular scanning and are penetration tested on a regular basis. Their view
on penetration testing is that it is inexpensive and should be used. They do internal
security training through seminars, training material and training tests. They also
keep up with reported vulnerabilities from products and systems they use. When
the interviewers mentioned a badge-style recognition for companies with VRP, they

46



5.3. Data from the interviews

said that they did not want any badge as recognition for their organization if they
took part of a VRP. They also did not think the cyberattacks had increased at the
time of taking the interview.

5.3.3. Interview three

In interview three, the interviewee said that they did not have a disclosure policy,
but they are ISO 27001 ! certified. Therefore, they have security policies in place for
how they deal with vulnerabilities that are publicly disclosed. They want disclosures
even though they do not have a VRP. They thought about having a security.txt,
and they started adding it to their system, but did not finish doing so. They think
that not many companies have a security.txt [8].

They are not interested in implementing a VRP because they generally do not have
any code, they write it for their customers, it is the customers code. They only have a
WordPress site publicly available on their system. They have though been indirectly
part of the chain of a disclosure, they have written software for a customer that was
part of the chain of software that became affected because of a vulnerability. They
had a discussion already on the topic of taking legal action against researchers. They
said that they would be happy to get disclosures and would not go after anyone, they
see it as somebody doing them a favor. They think that having a green checkmark
that says that companies are part of VRPs would just be a money making scheme,
and that it would be better to have a shame list.

If there would be a nationwide BBP then they think it would be different, good
to have a directory of companies with a BBP. Their company is regularly scanned
but is not penetration tested regularly. One service they provide is actually to scan
systems of customers. For example around Docker files. They do proper scanning
but no penetration testing.

Most of the employees have a lot of experience, and they would not go to security
training. They keep themselves up to date and go to security seminars even though
they do not have any official training. They do patching of vulnerabilities in database
systems and along with scanning that is relevant to their customers. They know
what is important and what is not important around patching database systems.

When asked about Icelandic terms for the English term hacker, the interviewee did
not have a negative connection to the Icelandic term for hacker, hakkari. They did
though mention that in the media it is a negative term. They would rather like to
have penetration tests with full access to the code on site instead of a bug bounty.

!The ISO 27001 is a information security management systems standard, and being ISO certified
means that the company has to have a system to manage security risks regarding data that the
company owns or is handled by the company.
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They would rather make a copy of the production system to for testing, and would
like to have trusted individuals to penetration test their system. Furthermore, they
thought that capable security professionals that know what they are doing are more
valuable. The said that the companies that have BBP in place are the big software
vendors that can test everything.
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The previous chapter presented the study data as aggregated results. These results
will now be discussed in this chapter and conclusions are drawn from these.

6.1. Discussion and conclusions

In Study one, individuals in managerial positions were asked about their views on
VRPs in relation to their organizations. In Study two, individuals with a more
general background in programming were also asked about VRPs in relation to
their organizations. The questions used in the questionnaires of these two studies
were for a big part the same questions, and therefore also a comparison can be made
between the different groups that answered these questionnaires.

When the participants were asked if their organization had a vulnerability disclosure
program, most answered as them not having one. In Study one, 27% answered
having a VRP and 62% of participants answered having no VRP. In Study two,
only 15% answered as having a VRP when asked to mark all items that fit to their
organization in a multiple choice question and 67% answered “Do not know/Do not
want to answer”. The question with all its options can be seen in the Appendix,
chapter A.

That difference is likely caused by better knowledge of their organization by the
management-centric participants from Study one in comparison to the broader group
of IT professionals from Study two. Furthermore, Study one is more biased towards
cybersecurity awareness and therefore, the covered companies are more likely to
have a VRP.

It can also be seen from the 2022 HackerOne report [11] that 42% of those hackers
who have skipped reporting a vulnerability they had discovered said that the reason
was the lack of a disclosure program.

Conclusion 1 The usage of VRPs is low in Iceland.

49



6. Discussion

This means, there is a lack of disclosure channels through which a vulnerability
can be disclosed and that hackers that take part in VRPs do not necessarily
disclose vulnerabilities if there is no disclosure program. By adding a sim-
ple VRP, organizations could make disclosing vulnerabilities more straight
forward and easier.

Conclusion 2 In comparison to the general IT professionals from Study two, the
managers in Study one seem to have more knowledge of what their organiza-
tions are doing in regard to cybersecurity.

Obviously, the demography of the targeted groups matters. In further studies,
depending on what kind of information is being sought, it would be better to
ask managers and cybersecurity professionals about the more detailed aspects
of cybersecurity in their organization. This way, the quality of data will be
higher as lack of participants knowledge may skew the results through them
answering about things that they do not know much about. It would be good
to ask general I'T professionals questions that are less specific and more about
the security culture of the organization.

On the other hand, getting I'T professionals to participate also proved easier
than getting managers to participate in the studies.

6.1.1. Disclosures and Penetration testing

Participants in both studies were asked if their organizations had received disclosures
in the last three years. Sixty two percent of participants in Study one said they had
received disclosures versus 43% in Study two.

In Study one, the most common response with 57% of answers was having received
disclosures from penetration services, followed by 29% mentioning disclosures re-
ceived from independent white hat hackers with authorization from the organiza-
tion. In Study two, the most common answers were disclosures from independent
white hat hackers with authorization from the organization with 19% of answers,
disclosures from a penetration testing service with 17% of answers and disclosures
from their self-managed VRP with 17% of answers.

In Study two, 43% of participants versus 14% of participants in Study one answered
as not knowing or not wanting to answer. This difference between the studies in
number of participants answering as not knowing or not wanting to answer confirms

Conclusion 2.

Twenty four percent of participants answered as not having received any disclosures
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in the last years in Study one and 14% in Study two.

Conclusion 3 The most common means of receiving a disclosures in the question-
naires were penetration testing and other cybersecurity researchers with au-
thorization.

This might be because of the lack of vulnerability reporting channels in orga-
nizations. If cybersecurity researchers already have authorization, they should
already be in contact with the organization and know what they can do and
who to inform on any vulnerability findings. This means that the lack of a
public channel through which to report a vulnerability to the organization
does for the most part not affect them. This is not the case with unauthorized
cybersecurity researchers, who have this barrier to report a found vulnerabil-
ity, they need to look for a way to report it and take a risk in not knowing if
the organization will respond positively to the vulnerability disclosure.

Nevertheless, there was though a good number of disclosures from cybersecu-
rity researchers without authorization, and it would be reasonable to expect
that this number would increase even more if this barrier would be removed
by having a public disclosure channel.

In addition, the participants were asked if their organization had been satisfied with
the quality of the vulnerability reports submitted. In both studies, most participants
said that their organization had been satisfied with the quality. In Study one, 71% of
participants answered “yes” and in Study two 60% of participants answered “yes”.
So, for this question the results were similar in affirming that most participants
thought the report quality was good.

Conclusion 4 Most of those participants who had received disclosures were happy
with the quality of vulnerability reports.

That points to the quality of reports not being a common problem in vulner-
ability reporting, so putting an increased focus on report quality in a VRP
would likely not pay off for most organizations.

6.1.2. Quality of disclosure reports and vulnerability disclosures
that led to a fix

When those participants who received disclosures were asked if the disclosures lead
to a fix, most all answered positively. In Study one, all 13 participants answered
with “yes” and in Study two, at least 88% answered with “yes”.
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Conclusion 5 In general, organization that receive disclosures, fix the reported vul-
nerabilities.

However, it is not known if that would change with an increased number of
disclosures as the number of disclosures may not have been large so far. If
organizations take part in a bug bounty, there could for example be a large
influx of disclosures of vulnerability reports which the organization would need
to be prepared to take care of.

Because of disclosures currently leading to a fix, that threshold where organi-
zations do not have the capacity to take care of all disclosures does not seem
to have been reached, yet. Increasing the number of reports closer to the
organization’s limit in capacity in processing vulnerability disclosures should
therefore still be possible to a certain extent without the organizations to be
overwhelmed with the number of disclosures.

6.1.3. Legal pursuit of vulnerability disclosures

In both studies, the proportion of participants who said that their organization had
pursued vulnerabilities legally was quite even. Twenty one percent of participants
in Study one answered with “yes” while 25% answered “yes” in Study two.

As already described in Section 2.1.4 of Chapter 2, the 2022 HackerOne report [11]
states that 12% of those hackers who have skipped reporting a vulnerability they
had discovered (50% of hackers on the platform in both 2021 and 2022) said that
the reason being threatening legal language.

This fear of hackers of legal implications seems to be valid in Iceland: over 20% of
respondents in both studies answered that their organizations had pursued vulner-
ability reporters legally.

Conclusion 6 If theses fears of legal implications of reporting vulnerabilities were

reduced, there would be a likelihood of an increase in the numbers of disclosures
in Iceland.

6.1.4. Type of VRP

Fewer participants in Study two had a preference for a particular type of VRP
program (self-hosted vs. third party). That is, 56% in Study one and 33% in Study
two. This may again be a confirmation of Conclusion 2.
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In both studies, there was a similarly high ratio of respondents who said that they
had a preference for third party VRPs over self-hosted ones: in Study one, the ratio
was six against three (2:1) and in Study two the ratio was nine against five (1.8:1).

Conclusion 7 More participants have a preference for a third party VRP than a
self-hosted one.

6.1.5. Best recognition for organization

The results from the question on the best recognition for the participant’s organiza-
tions for having a VRP are somewhat similar in both studies. The main difference is
that much more (10% in Study one versus 37% in Study two) participants answered
as not knowing or not wanting to answer in the Study two (confirming again Conclu-
sion 2). Another difference is that more participants in Study one (50% versus 34%
in Study two) answered as not wanting any special recognition or being anonymous
in the first study.

If the options are grouped together as “want to have recognition” and “do not
want recognition” or to be anonymous, the answers are almost even between the
two studies. In Study one, 50% of participants answered as wanting no special
recognition and 40% of participants answered as wanting recognition. In Study two,
34% of participants answered as not wanting recognition and 29% of participants
wanted recognition.

Conclusion 8 A number of participants do not want recognition for taking part in
a VRP.

Therefore, it would be good to have an opt-in list of participants on the site
of the program if one is created. That way, those who want recognition can
have it by opting in and those who want to be more anonymous can remain
S0.

6.1.6. Awareness and being informed

The participants in both studies mostly agree that their organization is aware of
disclosure practices, the organization has informed itself on them and has done
something about them (see figures 5.3 and 5.17 in Chapter 5).

For their organization being aware of vulnerability disclosure practices, 68% of par-
ticipants said in Study one said so and in Study two 69% said so. In Study one,
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64% of participants said that their organizations have done something about those
practices and 67% said so in Study two. Sixty four percent of participants in Study
one think that their organizations have looked into best practices and standards and
55% think their organizations have looked at how other organizations are handling
vulnerability disclosures. In Study two, 62% of participants think that their orga-
nizations have informed themselves on best practices and how other organizations
handle disclosures.

Conclusion 9 Organizations claim to have knowledge about disclosures and how to
handle them, even though not many have thought about creating a VRP. This
base of knowledge is a good foundation for creating VRPs.

6.1.7. Is it beneficial to make use of VRPs and Penetration
testing

The responses in both studies had a similar outcome on the beneficiality of VRPs:
most participants thought about VRPs as being beneficial for their organization. In
Study one, 55% of participants thought VRPs would be beneficial and in Study two
the ratio was

Conclusion 10 Many participants think that VRPs are beneficial, but implemen-
tation is low along with awareness. The awareness needs to be increased, for
example through the creation of a national VRP.

31%. In Study two, 60% of participants either answered as not wanting to answer
or not knowing, or answered as neither agreeing nor disagreeing. In Study one, that
ratio was 35%, thus confirming again Conclusion 2.

When participants were asked if penetration testing was more beneficial than a
VRP, those participants who took a stand generally said that was true. In Study
one, 55% thought so while only 24% thought so in Study two. This huge difference
can be explained by more unsure answers in Study two, 71% of participants either
answered as not wanting to answer or not knowing, or answered as neither agreeing
nor disagreeing, meanwhile the ratio in Study one was only 40%.
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6.1.8. Why do some organizations not identify benefits of
implementing a VRP

When participants in Study one were asked about the reason for their organizations
not identifying benefits of implementing a VRP, all but one participant (92%) did
not know or did not want to answer. In Study two, fewer participants (59%) an-
swered as not knowing or not wanting to answer. Therefore, a hypothesis can only
be made by looking at the few who did provide reasons in their answers: in Study
two, twenty seven percent said that there was a lack of resources and 16% answered
as the cost of the program being a reason.

Conclusion 11 Costs and lack of resources might be a reason for not having a VRP.

To get organizations to adopt VRPs in bigger numbers, having a VRP can be
made easier and cheaper by for example creating a national VRP in Iceland
that is free for organizations to take part in and help them with the effort of
validation of vulnerabilities reported through that VRP. This is though only
a hypothesis as most participants did not want to answer.

6.1.9. Best known VRP platforms

Participants were asked what VRP platforms they were aware of, if any. They could
select from three listed popular VRP platforms or specify other platforms. In Study
one, more participants (45%) knew of platforms than not (36%). Eighteen percent
answered as not knowing or not wanting to answer. In Study two, more participants
(52%) answered as not knowing any VRP platforms than answered (26%) as knowing
platforms.

Conclusion 12 VRP platforms are better known in management.

6.1.10. Training, assessments and scanning

In both studies, a similar ratio of participants said that their organization requires
that IT staff are trained in software security. In Study one 58% said so and 56% said
so in Study two. More participants in Study one (81%) said that their organization
has application security assessments in comparison to Study two (70%). In both
studies, most participants (78% in Study one and 86% in Study two) answered as
the company being scanned for vulnerabilities on a regular basis (requested by the
company). Meanwhile, in Study one, the number of participants who said that they
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were penetration tested on a regular basis was around half (52%) and in Study two
40 % of participants answered affirmatively.

That is a relatively high percentage when compared to 31.7% of 1100 participants
from 59 different countries answering that external penetration testers were used
to identify security problems, as was mentioned in chapter 3. The results from the
questionnaire were though only provided as an average over all the countries, not by
individual country, so they can not be used for comparison of the use of penetration
testing in Iceland and neighboring countries [21].

Conclusion 13 Around half of organizations are penetration tested on a regular
basis.

The relatively high percentage of participants saying that their organization is
penetration tested is surprising but positive, as for the securing of a software
system, penetration testing is of the upmost importance.

The ratio of participants who reported that their organizations were scanned on
a regular basis was though considerably higher. In Study one, 78% said their or-
ganizations were scanned on a regular basis and in Study two the percentage was
86%.

Conclusion 14 Most organizations are scanned on a regular basis.

Even though the ease of reporting from having a VRP and the use of BBPs have a
good effect on the cybersecurity of an information system, not many companies have
VRPs. In both studies, almost no participants answered that their organization had
a timeline for implementing a VRP (6% in Study one and 4% in Study two). In
Study two there were only 7% of participants who answered as their organization
having interest in implementing a VRP, the results in Study one were similar but in
that study, the participants were given the option of answering with “maybe” and
many (56%) answered as their organization maybe having interest but only 13%
of participants answered with a “yes”. In Study two, almost no participant (9%)
answered that their organization had considered creating and implementing a VRP
but in Study one 25% of participants answered yes. In Study two 15% of partici-
pants answered that their organization had a VRP, meanwhile in Study one 25%
said so.

Conclusion 15 Not many organizations have considered creating a VRP.
The fact that organizations have not (only 25% answered that they had in
Study one) necessarily considered creating and implementing a VRP, points

to a lack of interest in VRPs. However, this is not necessarily the case: One
other possible reason for why organizations have not considered it is that not
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all organization have good knowledge of what VRPs are. As an example, only
45% of participants reported as knowing any VRP platforms in Study one.
Other possible reasons for not considering creating a VRP are cost and a lack
of resources.

6.2. Most important findings

In this section, the most important findings will summarized and put into the con-
text of the research questions from Chapter 1, i.e. the state of VRP in Iceland,
barriers affecting the use of VRP, and how commonly penetration testing and sys-
tem scanning are used in Iceland. Also, further findings that cover topics beyond
the research questions are discussed.

6.2.1. The state of Vulnerability Reporting in Iceland

The two studies show that most of the participant’s organizations know best prac-
tices around disclosures and how to handle them. However, not many organizations
have though considered creating and implementing a VRP which points at a lack of
interest or knowledge on VRPs. Only 45% of participants in Study one knew one
or more VRP platforms which points at a lack of knowledge of VRP even though
they may have knowledge on vulnerability reporting in general.

6.2.2. Barriers that affect the use of VRPs

Barriers with respect to VRPs were found for cybersecurity researchers who want
to report vulnerabilities and as well for organizations offering VRPs. One of those
barriers is that there is a lack of a reporting channel for most organizations. A fear
of legal implications from reporting is another barrier. These barriers can be solved
by having a simple VRP with information about what is the best channel through
which to disclose vulnerabilities, what the rules of the program are and assurance
that reporters of vulnerability will not be legally persecuted if they follow the rules
of the program.

The most common reason for organizations not to implement a VRP was a lack
of resources. Low report quality generally was not a problem and the number of
reports did not appear to be too high for organizations as most of them are capable
of addressing the vulnerabilities reported.
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To help alleviate the resource cost of having a VRP and get more organization to
implement one in bigger numbers, the thesis author recommends the creation of a
national VRP program that is free for organizations to take part of. It would be
advised to have a VRP program that allows cybersecurity experts to send in reports
of vulnerabilities for any organization in Iceland and that the program would send
the report forward to the organization that owns the software infrastructure that
the vulnerability report refers to. This program would preferably be free of charge
to organizations, so that it would be less problematic to include all organizations in
Iceland in the program, that is that the organizations do not need to pay out a bug
bounty to the reporters of the vulnerabilities. This would therefore not be a paid
BBP, but a non paid VRP. Furthermore, to help with the cost of organizations
of validating the vulnerabilities, it would be recommended that the program would
validate each vulnerability report before sending them on to the organizations.

Creating a national VRP for Iceland would likely also increase the number of vul-
nerability reports in the nation. Some organizations might though like to be as
anonymous as possible, so if this kind of program would include a list of organiza-
tions that take part of it, the author would advise to have that list opt in so that
those organizations that prefer to be anonymous can remain so.

One of the supposed benefits from having a VRP such as a BBP, is though that it
is thought as being cheaper than paid penetration testing because of only needing
to pay for found vulnerabilities but not for the general work of penetration testing.
This is likely correct for systems that are already considerably secure, as not a lot
of easy to find vulnerabilities will start flooding in, but rather only harder to find
vulnerabilities in a lower number. In less secure systems, there is a possibility of
having a flood of disclosures that lead to having to pay out large sums of money.
One way to solve that could be to have a cap of total monetary rewards for the
program, such that the bug bounty program is only active as long as there is still

money left to pay out. That way, the cost of the program will not be unexpected
high.

For some organizations, the cost of the program is not the problem, but rather
bringing attention to a vulnerable system. This was the case for the participant
in Interview two (see section 5.3.2), where there was a will for creating a BBP but
because of sensitive data and already having enough work to do with addressing
vulnerabilities already, a BBP was not created. For sensitive systems that can not
handle attacks well, it is recommended to have an invite-only bug bounty where
cybersecurity researchers are allowed to penetration test a copy of the production
system that does not affect critical infrastructure or systems but can shed a light
on important vulnerabilities in the system.
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6.2.3. The use of penetration testing and system scanning used
Iceland

It could be seen from the studies that a big majority of organizations are scanned
on a regular basis, but only around half of organizations are regularly penetration
tested. In Interview two in section 5.3.2, the participant also pointed out that they
thought that penetration testing was inexpensive.

6.2.4. Other findings

Participants from the management group (Study one) answered less often as not
knowing or not wanting to answer than the I'T professionals group (Study two). The
managers likely have more knowledge of cybersecurity and vulnerability reporting
as well as what their organizations are doing regarding those, for example they knew
more VRP platforms than the IT professionals. Therefore, a group formed of man-
agement professionals or a group with a similar base of knowledge on cybersecurity
and vulnerability reporting would be preferable to a group of IT professionals when
asking questions in a questionnaire around those subjects in a relatively challenging
way. If the questions revolve around general cybersecurity culture, I'T professionals
would likely be a better group as they are more numerous and therefore easier to
get more participants than in the management group.

6.3. Limitations of this thesis

This section discusses limitations of this thesis that may be considered a threat to
its validity.

6.3.1. Small size of data-set

A limitation of this thesis is that because of the small size of data-sets, statisti-
cal outliers may have a big influence. This also means that the results are more
anecdotal in nature and not necessarily statistically significant.
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6.3.2. Selection method of participants may lead to bias

One limitation of the research in this thesis is that the data in Study one is likely
optimistic towards cybersecurity awareness. This is because many participants were
invited to participate in the questionnaires through the networks of cybersecurity
professionals. Study two might on the other hand have had a too broad selection of
participants as more participants answered as not knowing or not wanting to answer
than in Study one.

6.3.3. Distribution

In the distribution of the questionnaires, additional social media platforms could
have been used, like X. The reason that this was not done was that Facebook
and LinkedIn are widely used in Iceland and the questionnaire only focused on
individuals working in Iceland. It can also be noted that not a huge number of
participants were recruited through these platforms, though they did help, but rather
the biggest number of participants were recruited through the professional networks
of the supervisors of this thesis. Furthermore, cold calls through LinkedIn could
have been used. This was not done as the amount of data was deemed sufficient and
the time doing this could have put the deadline of submitting this thesis in danger.

6.3.4. Why were not more interviews performed

The reason for the small number of interviews was that there were not more par-
ticipants that had volunteered to take part in the interviews from Study one and
answered the invitation email for booking an interview time. Interviews could have
been performed also with participants from Study two, but time became a restraint
at that point in time.

6.3.5. Questionnaires

One thing that could have been done better in the questionnaires is that some ques-
tions could have been framed better. One example of that is the question in Study
one on if the organization had pursued vulnerabilities through legal channels. In
that question, the author of this thesis meant that the organization had pursued
the reporter of a vulnerability through legal channels, but the phrasing in the ques-
tion does not make that completely clear. The usage of terms could also have been
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clearer from the beginning, for example vulnerability reward program was also used
in the questionnaire in addition to vulnerability reporting program. Vulnerability
reward program is another term for a BBP. Keeping in mind how each question
in the questionnaire is related to the research questions is also very important, so
that the questions ask about those items that the thesis seeks to answer. This also
connects with keeping the questionnaires as short as possible, as in the question-
naire, there should only be questions that help in answering the research questions.
Keeping in mind the knowledge level of the group that the questionnaire is going
to be answered by is also important, as if the questions ask about things that the
participants do not have knowledge of, the quality of data is going to be lowered.
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7. Summary and Outlook

This chapter summarizes the studies that were conducted to answer the three re-
search questions. Finally, possible future research that is enabled by this thesis is
outlined.

7.1. Summary

Two studies were performed to answer what the state of Vulnerability reporting
programs (VRPs) is in Iceland, to find out what barriers affect the use of VRPs
and how commonly penetration testing and system scanning are used in Iceland.
A search for related work did not reveal any other study that did this for Iceland;
therefore, the work described in this thesis can be considered the first study of this
kind.

In Study one, upper management and cybersecurity professionals were asked ques-
tions on cybersecurity practices and VRPs through a questionnaire. From that ques-
tionnaire, 31 data points were acquired from a group that was composed mostly of
upper management. Three interviews were also performed to ask further on the
questions in the questionnaire and the information from them was used to give
insights into the answers from the questionnaire.

In Study two, a wider group of IT professionals were asked questions on cybersecu-
rity practices and VRPs through a questionnaire that was shorter than the one in
Study one. From this questionnaire 59 data points were acquired and the group of
participants was mostly IT professionals, for a big part software developers.

The first research question asked what the state of VRP is in Iceland. The outcome
of this question was that the knowledge level of VRPs and BBPs is low (In Study
one, 25% have a VRP and in Study two, 15% say they have one). The knowledge
level of how to handle vulnerabilities that get reported was though good.

The second research question asked what the barriers were that affected the use of
VRPs. The answer obtained for this question was the knowledge level on VRPs is
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low. As an example, in Study one 45% of participants knew a VRP platform, and
only 26% knew one in Study two. It is hard to use something if one does not know
much about it. Furthermore, VRPs are resource extensive for organizations who
want to have one and this might prove a hurdle for the small sized companies in the
Icelandic market.

The third research question asked how commonly penetration testing and system
scanning is used in Iceland. What could be seen through the research in this thesis
is that most (78% in Study one and 86% in Study two) organizations do regular
system scanning but only around half (52% in Study one) or less (40% in Study
two) perform regular penetration testing. Half of organizations being penetration
tested is though better than the international average (31.7%) as can be seen in the
Chapter 3.

One way to solve the problem of how resource extensive VRPs are for organizations,
would be to create a national VRP for Iceland that is free for organizations to take
part in that also takes care of validation vulnerability reports. Another barrier is
that the increased attention that a VRP can give to systems may be dangerous for
sensitive systems. For some sensitive systems, a private BBP would perhaps be suit-
able. Another barrier would be the lack of reporting channels which cybersecurity
experts can report vulnerabilities through along with the risk of legal complications
from reporting a vulnerability. These problems for the reporters of vulnerabilities
would be solved if there is a clear and safe way through which to report vulnerabil-
ities, such as a national VRP.

7.2. Outlook

The data that was obtained in the two studies described in this thesis could be
further analysed. One way would be to look further into the differences between
demographic groups in and between the questionnaires. This would allow drawing
conclusion of what to keep in mind for the creation of VRP law for Iceland from
the perspective of a cybersecurity expert. Another possible conclusion would be
about how a nation-wide VRP could be created for Iceland. The use of private
BBPs for sensitive systems in Iceland along with suggestions and a trial in a willing
organization would also be a possible future work.

Cybersecurity culture and penetration testing in Iceland in general are subjects that
could be researched more extensively. A few ideas would be to research cybersecu-
rity culture and penetration testing in different industries in Iceland, looking into
the difference between the industry and government. It would additionally be inter-
esting to look into cybersecurity culture surrounding the interactions with critical
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infrastructure along with how it is penetration tested.

Another use of this research is that it can be used as a starting point for cre-
ating a national VRP and an analysis of gaps in cybersecurity in Iceland. This
relates directly to the forthcoming European Commission-funded Digital Europe
Programme (DEP) projects Defend Iceland (ICEDEF) and the National Coordina-
tion Centre Iceland (NCC-IS) for cybersecurity that start in autumn 2023.

65






References

1]

Alexandra Lif Arnarsdottir et al. “Cybersecurity Maturity: Researching man-
agerial views to develop a maturity model and cybersecurity health certificate”.
Bachelor’s thesis. Reykjavik University, May 2022. URL: http://hdl.handle
.net/1946/41735.

Erica Azad. Inside the Mind of a Hacker: 2023 Edition. 2023. URL: https:
//wwl.bugcrowd. com/inside-the-mind-of-a-hacker-2023/ (visited on
07/25/2023).

Bandar Abdulrhman Bin Arfaj, Shailendra Mishra, and Mohammed AlShehri.
“Efficacy of Unconventional Penetration Testing Practices”. In: Intelligent Au-
tomation and Soft Computing 31.1 (2022), pp. 223-239. 1SSN: 1079-8587. DOT:
10.32604/iasc.2022.019485.

Elias Bou-Harb, Mourad Debbabi, and Chadi Assi. “Cyber Scanning: A Com-
prehensive Survey”. In: IEEE Communications Surveys and Tutorials 16.3
(2014), pp. 1496-1519. 1sSN: 1553-877X. DOI: 10.1109/SURV.2013.102913.0
0020.

Global Cyber Security Capacity Centre. Cybersecurity Capacity Reviews Re-
public of Iceland. 2018. URL: https://www.stjornarradid.is/library/02-
Rit--skyrslur-og-skrar/Cybersecurity_Capacity_Review_Iceland_Lo
ka¥%C3%BAtg%C3%A1fa. pdf.

Cristina Del-Real and Maria José Rodriguez Mesa. “From black to white: the
regulation of ethical hacking in Spain”. In: Information & Communications
Technology Law 32.2 (2023), pp. 207-239. DOI: 10.1080/13600834.2022.21
32595. eprint: https://doi.org/10.1080/13600834.2022.2132595. URL:
https://doi.org/10.1080/13600834.2022.2132595.

World Economic Forum. Global Risks Report 2023. 2023. URL: https://www3
.weforum.org/docs/WEF_Global Risks_Report_2023.pdf.

Edwin Foudil and Yakov Shafranovich. A File Format to Aid in Security Vul-
nerability Disclosure. 2022. URL: https://www.rfc-editor.org/rfc/rfc91
16 (visited on 09/24/2023).

Google. Google and Alphabet Vulnerability Reward Program (VRP) Rules. URL:
https://bughunters.google.com/about/rules/6625378258649088/googl

e-and-alphabet-vulnerability-reward-program-vrp-rules (visited on
09/24/2023).

67


http://hdl.handle.net/1946/41735
http://hdl.handle.net/1946/41735
https://ww1.bugcrowd.com/inside-the-mind-of-a-hacker-2023/
https://ww1.bugcrowd.com/inside-the-mind-of-a-hacker-2023/
https://doi.org/10.32604/iasc.2022.019485
https://doi.org/10.1109/SURV.2013.102913.00020
https://doi.org/10.1109/SURV.2013.102913.00020
https://www.stjornarradid.is/library/02-Rit--skyrslur-og-skrar/Cybersecurity_Capacity_Review_Iceland_Loka%C3%BAtg%C3%A1fa.pdf
https://www.stjornarradid.is/library/02-Rit--skyrslur-og-skrar/Cybersecurity_Capacity_Review_Iceland_Loka%C3%BAtg%C3%A1fa.pdf
https://www.stjornarradid.is/library/02-Rit--skyrslur-og-skrar/Cybersecurity_Capacity_Review_Iceland_Loka%C3%BAtg%C3%A1fa.pdf
https://doi.org/10.1080/13600834.2022.2132595
https://doi.org/10.1080/13600834.2022.2132595
https://doi.org/10.1080/13600834.2022.2132595
https://doi.org/10.1080/13600834.2022.2132595
https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf
https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf
https://www.rfc-editor.org/rfc/rfc9116
https://www.rfc-editor.org/rfc/rfc9116
https://bughunters.google.com/about/rules/6625378258649088/google-and-alphabet-vulnerability-reward-program-vrp-rules
https://bughunters.google.com/about/rules/6625378258649088/google-and-alphabet-vulnerability-reward-program-vrp-rules

References

[10]

[15]

[16]

[19]

68

Government of Iceland Ministry of Higher Education Science and Innovation.
Icelandic National Cybersecurity Strategy 2022-2037. 2022. URL: https://ww
w.stjornarradid.is/library/04-Raduneytin/Haskola---idnadar--og-
nyskopunarraduneytid/Icelandic’20National’,20Cybersecurity%20Stra
tegy%202022-2037 . pdf.

HackerOne. Hacker-Powered Security Report 2022. 2022. URL: https://www
.hackerone.com/resources/reporting/6th-annual-hacker-powered-se
curity-report.

HackerOne. The 2021 Hacker Report - Understanding Hacker Motivations,
Development and Qutlook. 2021. URL: https://www.hackerone.com/sites
/default/files/2021-03/the-2021-hacker-report.pdf.

International Telecommunication Union. Global Cybersecurity Index 2020. 2021.
URL: https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2021
~PDF-E.pdf.

Uldis Kinis. “From Responsible Disclosure Policy (RDP) towards State Reg-
ulated Responsible Vulnerability Disclosure Procedure (hereinafter - RVDP):
The Latvian approach”. In: Computer Law & Security Review 34.3 (2018),
pp. 508-522. 18SN: 0267-3649. DOI: https://doi.org/10.1016/j.clsr.2017
.11.003. URL: https://www.sciencedirect.com/science/article/pii/S
0267364917303606.

Dominik Leiner and Stefanie Leiner. SoSci Survey. Version 3.3.01. 2022. URL:
https://www.soscisurvey.de.

Tamara Lopez et al. “Security Responses in Software Development”. In: ACM
Trans. Softw. Eng. Methodol. 32.3 (Apr. 2023). 1sSN: 1049-331X. por: 10.11
45/3563211. URL: https://doi.org/10.1145/3563211.

Suresh S. Malladi and Hemang C. Subramanian. “Bug Bounty Programs for
Cybersecurity: Practices, Issues, and Recommendations”. In: IEFE Software
37.1 (Jan. 2020), pp. 31-39. 1SN: 0740-7459. DOI: 10.1109/MS.2018.2880508.

Tim Menzies et al. “Are Delayed Issues Harder to Resolve? Revisiting Cost-to-
Fix of Defects throughout the Lifecycle”. In: Empirical Softw. Engg. 22.4 (Aug.
2017), pp. 1903-1935. 1SSN: 1382-3256. DOI: 10.1007/s10664-016-9469-x.
URL: https://doi.org/10.1007/s10664-016-9469-x.

National Telecommunications and Information Administration Awareness and
Adoption Group. Vulnerability Disclosure Attitudes and Actions. 2016. URL:
https://www.ntia.doc.gov/files/ntia/publications/2016 _ntia_a_a_v
ulnerability_disclosure_insights_report.pdf.


https://www.stjornarradid.is/library/04-Raduneytin/Haskola---idnadar--og-nyskopunarraduneytid/Icelandic%20National%20Cybersecurity%20Strategy%202022-2037.pdf
https://www.stjornarradid.is/library/04-Raduneytin/Haskola---idnadar--og-nyskopunarraduneytid/Icelandic%20National%20Cybersecurity%20Strategy%202022-2037.pdf
https://www.stjornarradid.is/library/04-Raduneytin/Haskola---idnadar--og-nyskopunarraduneytid/Icelandic%20National%20Cybersecurity%20Strategy%202022-2037.pdf
https://www.stjornarradid.is/library/04-Raduneytin/Haskola---idnadar--og-nyskopunarraduneytid/Icelandic%20National%20Cybersecurity%20Strategy%202022-2037.pdf
https://www.hackerone.com/resources/reporting/6th-annual-hacker-powered-security-report
https://www.hackerone.com/resources/reporting/6th-annual-hacker-powered-security-report
https://www.hackerone.com/resources/reporting/6th-annual-hacker-powered-security-report
https://www.hackerone.com/sites/default/files/2021-03/the-2021-hacker-report.pdf
https://www.hackerone.com/sites/default/files/2021-03/the-2021-hacker-report.pdf
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf
https://doi.org/https://doi.org/10.1016/j.clsr.2017.11.003
https://doi.org/https://doi.org/10.1016/j.clsr.2017.11.003
https://www.sciencedirect.com/science/article/pii/S0267364917303606
https://www.sciencedirect.com/science/article/pii/S0267364917303606
https://www.soscisurvey.de
https://doi.org/10.1145/3563211
https://doi.org/10.1145/3563211
https://doi.org/10.1145/3563211
https://doi.org/10.1109/MS.2018.2880508
https://doi.org/10.1007/s10664-016-9469-x
https://doi.org/10.1007/s10664-016-9469-x
https://www.ntia.doc.gov/files/ntia/publications/2016_ntia_a_a_vulnerability_disclosure_insights_report.pdf
https://www.ntia.doc.gov/files/ntia/publications/2016_ntia_a_a_vulnerability_disclosure_insights_report.pdf

[20]

[21]

[22]

23]

[24]

[25]

Irum Rauf et al. “Influences of Developers’ Perspectives on Their Engagement
with Security in Code”. In: Proceedings of the 15th International Conference on
Cooperative and Human Aspects of Software Engineering. CHASE ’22. Pitts-
burgh, Pennsylvania: Association for Computing Machinery, 2022, pp. 86-95.
ISBN: 9781450393423. DOI: 10.1145/3528579.3529180. URL: https://doi.o
rg/10.1145/3528579.3529180.

Ita Ryan, Utz Roedig, and Klaas-Jan Stol. “Measuring Secure Coding Prac-
tice and Culture: A Finger Pointing at the Moon is not the Moon”. In: 2023
IEEE/ACM }5th International Conference on Software Engineering (ICSE).
2023, pp. 1622-1634. DOI: 10.1109/ICSE48619.2023.00140.

Joanna E. M. Sale, Lynne H. Lohfeld, and Kevin Brazil. “Revisiting the
quantitative-qualitative debate: Implications for mixed-methods research”. In:
Quality and Quantity 36.1 (Feb. 2002), pp. 43-53. 1sSN: 0033-5177. DOT: 10.1
023/A:1014301607592.

Mikhail A. Shlyakhtunov. “White-Grey-Black Hat Hackers Role in World and
Russian Domestic and Foreign Cyber Strategies”. English. In: International
Journal of Advanced Computer Science and Applications 12.8 (2021). URL:
https://www.proquest.com/scholarly-journals/white-grey-black-ha
t-hackers-role-world-russian/docview/2655113348/se-2.

Murugiah Souppaya and Karen Scarfone. Technical Guide to Information Se-
curity Testing and Assessment. 2008. URL: https://tsapps.nist.gov/publ
ication/get_pdf.cfm?pub_id=152164.

Christopher Sprague and Jeffrey Wagner. “Economic motivations for software
bug bounties”. In: Economics Bulletin 38.1 (2018), pp. 550-557. URL: https:
//ideas.repec.org/a/ebl/ecbull/eb-17-01024 .html.

69


https://doi.org/10.1145/3528579.3529180
https://doi.org/10.1145/3528579.3529180
https://doi.org/10.1145/3528579.3529180
https://doi.org/10.1109/ICSE48619.2023.00140
https://doi.org/10.1023/A:1014301607592
https://doi.org/10.1023/A:1014301607592
https://www.proquest.com/scholarly-journals/white-grey-black-hat-hackers-role-world-russian/docview/2655113348/se-2
https://www.proquest.com/scholarly-journals/white-grey-black-hat-hackers-role-world-russian/docview/2655113348/se-2
https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=152164
https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=152164
https://ideas.repec.org/a/ebl/ecbull/eb-17-01024.html
https://ideas.repec.org/a/ebl/ecbull/eb-17-01024.html




A. Appendix

This appendix provides the full list of questions from ScoSci Survey that were used
in the questionnaires of Study one and Study two, as well as the script for the
questions asked in the interviews as part of Study one.
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A. Appendix

A.1. Study one questionnaire

On the following pages, the ScoSci Survey online questions used in Study one are
provided.
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Survey for Cyber security and Vulnerability Disclosure

Informed Consent

Research project:

The State of Vulnerability Disclosure in Iceland

Researcher investigator:

Porsteinn Kristinn Ingélfsson, M.Sc. Student in Software Engineering at University of Iceland
Contact Information

If you have any questions about the survey or your participation, please feel free to ask the researchers
at any time before, during or after the survey.
Porsteinn Kristinn Ingoélfsson, Email: thi35@hi.is

Under the supervision of:

Gerardo Reynaga, PhD

Theodor Gislason, CTO, Syndis

Helmut Wolfram Neukirchen, Professor of Computer Science and Software Engineering, University of
Iceland

Matthias Book, Professor of Software Engineering, University of Iceland

Purpose of the Research

Vulnerability disclosure is the process of openness and transparency among security researchers,
product and security vendors, and other stakeholders.

The intent of the research is to compile empirical data regarding vulnerability disclosure practices.
The study will contribute to understanding, improving and creating a framework for Vulnerability
Disclosure and Bug Bounty programs in Iceland.

Collected Data and Confidentiality

By continuing to the next page, you agree to the following:

« Access to the survey data will be limited to research purposes only. That is the researcher,
collaborators in the research process and researchers in further connected research.

« The answers from the survey will be analysed by the researcher investigator and academic
colleagues and researchers with whom he might collaborate as part of the research process.

« All data collected during the experiment will be pseudonymized (i.e. associated with a neutral
identification number instead of your name or affiliation), so it is not traceable to you or your
organization. Parts of the pseudonymized data may be published in individual or aggregate form. If
you want an follow up interview, there is though an option to link contact information to your
answers. In that case your answers are not pseudonymized.

« Any summary content, or direct quotations from the survey or interview, that are made available
through academic publication or other outlets will be anonymized so that you or your company
cannot be identified, and care will be taken to ensure that other information in the interview that
could identify you or your company is not revealed.

If agreed upon, the survey will be followed by an interview.
Refusal or Withdrawal

You have the right to refuse to participate in this survey or to leave and delete your data at any time
without giving a reason, and without incurring any negative consequences. If you pause the survey but
don't delete the data, the collected data can be used in the research. Once the survey is submitted, you
may not forbid the use of data or demand that it be destroyed.

Incentives

There are no rewards, payments, prizes or other incentives for participation.

https://www.soscisurvey.de/VRPSurvey/?s2preview=hUHIZSV4VKOGZHVVGnuipoyYorTsYTnO&questionnaire=base&notes=off&filters=off... ~ 3/17



9/24/23, 9:28 AM Galley-proof base (VRPSurvey) 24.09.2023, 11:26
INFORMED CONSENT

I have understood the above information and consent to participate in this study.

Terms used in the survey

Vulnerability — A security vulnerability or threat that can adversely affect an organization

Vulnerability Disclosure — The disclosure either public or private of a security threat or vulnerability

BBP — Bug Bounty Program

VRP — Vulnerability Reward Program

Independent Researcher — white hat or grey hat hacker

White hat hackers — ethical hackers or independent security researchers who are authorised by an
organisation to identify security vulnerabilities

Grey hat hackers — hackers that are not authorised by the organization to identify security vulnerabilities
Disclosee- the person that disclosed a vulnerability

https://www.soscisurvey.de/VRPSurvey/?s2preview=hUHIZSV4VKOGZHVVGnuipoyYorTsYTnO&questionnaire=base&notes=off&filters=off... ~ 4/17
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Page 02
RS

Demographic Information / Tell us about your organization

1. What is the number of employees in your company?

1-20
21-50
51-100
101-500
501-1000
>1000

Do not know / Do not want to answer

O OO0OO0OO0OO0O0o

2. What is the business/operations reach of your company?

(O National

O European

O International

(O Do not know / Do not want to answer

3. What is the organization’s main focus? (Select those that apply)

Web services

IoT devices
Industrial equipment
Finance

Retail

Public Administration
Education

Other

Do not know / Do not want to answer

O00000000

4. What is the age of your company?

O <5years

(O 5-10years

O 11-15years

O >16years

(O Do not know / Do not want to answer

https://www.soscisurvey.de/VRPSurvey/?s2preview=hUHIZSV4VKOGZHVVGnuipoyYorTsYTnO&questionnaire=base&notes=off&filters=off... ~ 5/17
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5. Does your organization have a dedicated Information Security team?

(O Yes- Internal security team (One or more people)
O Yes- External security team

O No
(O Do not know / Do not want to answer

6. What is your role in your organization?

CEO

CTO

CISO

Upper management

Project Manager/Team leader
Developer/Programmer
Security professional
Researcher/Professor
Student

Other

Do not know / Do not want to answer

CHONONONONONONONONONO.

https://www.soscisurvey.de/VRPSurvey/?s2preview=hUHIZSV4VKOGZHVVGnuipoyYorTsYTnO&questionnaire=base&notes=off&filters=off... ~ 6/17
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Page 03

General security awareness

7. Is your company scanned for vulnerabilities on a regular basis?
(Scans requested by the company, not unwanted scans from hackers.)

O Yes

O No
(O Do not know / Do not want to answer

8. Is your company penetration tested on a regular basis?
(Penetration Testing is the method to evaluate the security of an application or network by safely
exploiting any security vulnerabilities present in the system. This can be done by the company
itself or a 3rd party.)

O Yes

O No

(O Do not know / Do not want to answer

9. Does your company have application security assessments?
(Application security assessments are when security professionals go over your application and
check exploitable security risks, provide actionable steps to resolve those risks and make sure
that the application is compliant with cybersecurity laws.)

O Yes

O No
O Do not know / Do not want to answer

10. Does your company require that IT Staff are trained in software security? (either by in-house
or external training)

O Yes

O No
O Do not know / Do not want to answer

https://www.soscisurvey.de/VRPSurvey/?s2preview=hUHIZSV4VKOGZHVVGnuipoyYorTsYTnO&questionnaire=base&notes=off&filters=off... ~ 7/17
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Page 04

Vulnerability Awareness /| Vulnerability Disclosure
Practices

11. To which extent do you agree to these statements? (Only mark one option for each statement)
(Vulnerability Disclosure Practices are the practices used when a vulnerability is disclosed to a
company/organization and how a company handles the disclosure.)

Do not know /
Completely  Somwhat Neither Somewhat Completely Do not want
disagree disagree agree/disagree  agree agree to answer

My organization is aware of O O O O O O
vulnerability disclosure
practices.

My organization is aware of O O O O O O
vulnerability disclosure

practices and has done

something about it.

My organization has looked O O O O O O
at how other organizations

are handling vulnerability

disclosures.

My organization has looked O O O O O O
into best practices and/or

standards.

12. Which Vulnerability Reward Programs (VRPs) are you aware of, if any? (select all that apply)

HackerOne

BugCrowd

Intigriti

Other

Not aware of any reward program

Do not know / Do not want to answer

O00000

13. Does your organization have a vulnerability disclosure program?

(Vulnerability Disclosure Program is an initiative that sets out to open up a way to disclose
vulnerabilities in a secure way. Companies detail their rules and policy on the disclosures of
vulnerabilities, that is what is allowed and how the disclosures should be reported. This initiative
can be externally or internally hosted and with or without rewards.)

O Yes
O No

https://www.soscisurvey.de/VRPSurvey/?s2preview=hUHIZSV4VKOGZHVVGnuipoyYorTsYTnO&questionnaire=base&notes=off&filters=off... ~ 8/17



9/24/23, 9:28 AM Galley-proof base (VRPSurvey) 24.09.2023, 11:26

Page 05
jump3

No Vulnerability Disclosure Program

If your organization has a vulnerability disclosure program, then you can skip this page.
VRP stands for Vulnerability Reward Program.

14. Has the company considered creating and implementing a VRP?

O Yes
O No

(O Do not know / Do not want to answer

15. What are the barriers or reasons for not implementing a VRP?

We have other pressing priorities

We do not house or have access to the required expertise (e.g. law makers)
Having a VRP would be a financial burden at the moment

We do not know much about vulnerability disclosure practices

We would like to have a program in place but we don’t have the resources
Our development cycles are not suited for implementing a VRP

There are legal barriers

Other barriers

ONONONONONONONONG)

Do not know / Do not want to answer

16. Are there any specific persons that act as barriers to implementing a VRP?
(Answer with role of person, choose one or many.)

CEO

CTO

Project Manager
Chief of Security
Security Officer
Other roles

O00O0000

Do not know / Do not want to answer

https://www.soscisurvey.de/VRPSurvey/?s2preview=hUHIZSV4VKOGZHVVGnuipoyYorTsYTnO&questionnaire=base&notes=off&filters=off... ~ 9/17
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17. Would the company be interested in implementing a VRP?

O Yes

O No
O Maybe
(O Do not know / Do not want to answer

18. Do you have a timeline for implementing a VRP?

O Yes

O No
(O Do not know / Do not want to answer

19. Do you have a preference for a VRP program?

Yes- Self hosted
Yes- third party
Yes- other

No

Do not know / Do not want to answer

OO O0OO0O0

20. If your company does not identify benefits of implementing a VRP, why is that?

(O Does not trust it
O Other
(O Do not know / Do not want to answer

https://www.soscisurvey.de/VRPSurvey/?s2preview=hUHIZSV4VKOGZHVVGnuipoyYorTsYTnO&questionnaire=base&notes=off&filters=off... 10/17
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Page 06
jump2

The organization has a Vulnerability Disclosure Program

If your organization does not have a vulnerability disclosure program, then you can skip this page.

21. What kind of vulnerability disclosure practices does your company have? (Select all that
apply)

Self-hosted Vulnerability Disclosure Program with a page detailing the program and policy (the
program does not offer a reward)

O

We handle our own Vulnerability Reward Program (VRP) with resources to investigate, triage, and
resolve reported vulnerabilities (the program does offer a reward)

A contact email for reporting vulnerabilities

We have a Vulnerability Reward Program (VRP) with a third party service

We inform and coordinate with other vendors that may be impacted by vulnerabilities reported to us
We acknowledge reporters of vulnerabilities if they want that recognition

We alert our consumers about fixed vulnerabilities as well as whether we do not fix (discontinued or
unsupported products)

O 0 0000 O

Do not know / Do not want to answer

22. Tell us why or what prompted the organization to create and follow disclosure practices
(select all that apply)

(] Our organization houses the required expertise to create a program

0 AVuInerabiI_ity Reward Program (VRP) in combination with pen-testing service ensures a more
secure service or product for our customers

(] Vulnerability Reward Program (VRP) platforms greatly facilitate having a disclosure program

(] We benefit more having a Vulnerability Disclosure Program (VDP) than not having one

0 Hav_ing a Vqlnerability Reward Program (VRP) is cheaper and more effective than having a pen-
testing service

(] We are concerned about liability

(] Regulations demand we have a program

(] Our customers care about security as well as we do

(] Our organization had an embarrassing disclosure incident which prompted us to have a program

(] Other reasons

(] Do not know / Do not want to answer

https://www.soscisurvey.de/VRPSurvey/?s2preview=hUHIZSV4VKOGZHVVGnuipoyYorTsYTnO&questionnaire=base&notes=off&filters=off... 11/17
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Page 07
Disclosures to the organization
23. Has your organization received any disclosures in the last 3 years?
(] Yes —from a penetration testing service
(J Yes - from an independent grey hat researcher
(] Yes —from an independant white hat researcher with authorization from the company
(] Yes —from a Vulnerability Reward Program (VRP) platform
(] Yes — from our self-managed Vulnerability Reward Program (VRP)
(] No
(] Do not know / Do not want to answer
Page 08
jump4

Disclosures to the organization, had disclosures.

24. Has the organization pursued vulnerability disclosures through legal chanels?
(Such as seeking legal advice and pursuing legal action against the disclosee)

O Yes
O No
O Do not know / Do not want to answer

25. In general, has the company been satisfied with the quality of the report(s) submitted?

O Yes
O No
(O Do not know / Do not want to answer

26. Did the disclosure lead to a fix?

O Yes

O No

(O There were no disclosures

(O Do not know / Do not want to answer

https://www.soscisurvey.de/VRPSurvey/?s2preview=hUHIZSV4VKOGZHVVGnuipoyYorTsYTnO&questionnaire=base&notes=off&filters=off... 12/17
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Wording in VRPs

27. What is the best term in Icelandic for a VRP (Vulnerabilty Reporting Program) ?

(O Suggestion

(O Do not know / Do not want to answer

28. What is the best term in Icelandic for a person who looks for and reports vulnerabilities, for
use in a VRP (Vulnerability Reporting Program) ?

(O Suggestion

(O Do not know / Do not want to answer

29. What is the best term in Icelandic for the search of vulnerabilities, for use in a VRP
(Vulnerability Reporting Program) ?

(O Suggestion

(O Do not know / Do not want to answer

https://www.soscisurvey.de/VRPSurvey/?s2preview=hUHIZSV4VKOGZHVVGnuipoyYorTsYTnO&questionnaire=base&notes=off&filters=off... 13/17
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Benefits of VRP

30. To which extent do you agree to these statements?

Do not know /

Completely Somewhat Neither Somewhat Completely Do not want
disagree disagree agree/disagree  agree agree to answer

It is/would be currently O O O O O O
beneficial for my company to
make use of Vulnerability
Reward Programs (VRPSs)
Pentesting is more beneficial O O O O O O
than a VRP
A VRP would negatively O O O O O O
expose the company
Setting up a VRP program O O O O O O

would be too demanding on
the company at the moment

31. What would be the best recognition for your company for having a VRP (Vulnerabilty
Reporting Program)?

Be on a list of companies in a program on the page of the program

Get a badge for taking part in a program

Do not want any special recognition

Want to be as anonymous as possible

Other

Do not know / Do not want to answer

O OOO0OO0O0

32. Do you want to participate in a follow up interview?

O Yes, and | want my survey answers to be connected to my contact information

(O Yes, but | don’t want my survey answers to be connected to my contact information

O No

This is the last page of the survey. When you click "Next" on this page, you won't be able to go
back to the survey anymore.

https://www.soscisurvey.de/VRPSurvey/?s2preview=hUHIZSV4VKOGZHVVGnuipoyYorTsYTnO&questionnaire=base&notes=off&filters=off... 14/17
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Participation in a follow up interview

We would like to invite you to have a follow up interview. In the interview we would talk in further detail
about vulnerability disclosure and security.

Your answers will be connected to your contact information and then your answers are not anonymized
until after the interview when we delete your contact information from the data.

If you do not want to have a follow up interview, do not leave your contact information in the input.

33. Please fill this form to leave your contact info

Contact info
Email

Name

Page 12
jump5

Participation in a follow up interview

We would like to invite you to have a follow up interview. In the interview we would talk in further detail
about vulnerability disclosure and security.

Your contact information will not be connected to your answers so the answers stay anonymized. This
means though that your answers can not be used in the interview as they can not be identified.

If you do not want to have a follow up interview, do not leave your contact information in the input.
To sign up for an interview, please fill out the following form:

Goaogle forms

https://www.soscisurvey.de/VRPSurvey/?s2preview=hUHIZSV4VKOGZHVVGnuipoyYorTsYTnO&questionnaire=base&notes=off&filters=off... 15/17
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Last Page

Thank you for completing this questionnaire!

We would like to thank you very much for helping us.

Your answers were transmitted, you may close the browser window or tab now.

https://www.soscisurvey.de/VRPSurvey/?s2preview=hUHIZSV4VKOGZHVVGnuipoyYorTsYTnO&questionnaire=base&notes=off&filters=off... 16/17



A.2. Study one interview script

A.2. Study one interview script

On the following pages, the interview script used in Study one is provided.

87



Start by asking if they want to have the interview in English or
Icelandic

English version:

Introduction

We wanna begin with thanking you for participating in this interview, it is very important for
our research.

The interview will go further into your views on vulnerability reporting and how it is handled
in your company. The purpose is to gather data on the views of participants on specific
topics from the survey. The interview will help with increasing knowledge and understanding
around vulnerability reporting and how that should be done in the icelandic market.

The interview will be recorded if you are alright with that. The data from the interview will
only be used by the researchers and will be deleted when the research is over. We will be
able to take anonymous and indirect quotes from the recording and aggregate its content to the
research.

The interview should take 40 minutes.

Deep dive into some of the questions from the survey

1. What do you think about your organization's vulnerability disclosure practices?
2. Would the company be interested in implementing a VRP? / Has the company
considered creating and implementing a VRP?
3. What are the barriers or reasons for not implementing a VRP?(talk about listed barriers
of interviewee and go from there)
a. Explore the financial, human resource, lack of know-how, competing priorities,
triage and reward compensation, company culture
4. (If the organization has implemented disclosure practices/has bug bounty)Tell us why or
what prompted the organization to create and follow disclosure practices (select all that
apply)
a. Explore



5. Has your company received disclosures?
a. How did the process of disclosing go?
b. Did the disclosure lead to a fix?
Was it a serious vulnerability?
c. Was it taken seriously within the company?
d. Do you think it should have been handled differently?

6. It happens that companies pursue legal action against those that disclosed
vulnerabilities like in a well known school system that went into the news because of a
vulnerability. Has anything similar happened in your company or a company you have
worked for? (Such as seeking legal advice and pursuing legal action against the
disclosee)

7. What do you think would be the best way to give recognition to the company for having a
VRP(list of companies in it, badge, non needed).

8. Is your company penetration tested on a regular basis?(change to ask about frequency
and reasons, type)

a. Do you think that is important?

9. How are staff trained in software security in your company?

10. Does your company keep up with reported vulnerabilities and their resolution in systems
and products you use?

a. What about vulnerabilities in your production systems, do you update them?

11. What would be a good term in Icelandic for VRP and the reportee (cyber security

researcher)?

Is there anything you would like to add?



Icelandic version:

Inngangur

Vid viljum byrja a ad pakka pér keerlega fyrir ad taka patt i pessu viétali, pad er mjog mikilveegt
fyrir pessa rannsoékn.

Vidtalid mun fara nanar Gt i alit pitt & tilkynningum veikleika sem og hvernig pvi er hattad i pinu
fyrirteeki/peim fyrirteekjum sem pu hefur starfad. Tilgangur vidtalsins er ad safna gdgnum um alit
pattakenda nanar a akvednum malefnum Ur spurningakénnuninni. Pad mun adstoda vio ad
auka pekkingu og skilning i kringum tilkynningarkerfi veikleika og hvernig pau eiga ad vera
uppsett a islenskum markadi.

Viotalid verdur hljodritad ef pa ert satt/sattur med pad. Gognin Ur vidtalinu verda adeins notud af
rannséknarménnum og verdur eytt pegar rannsékn er lokid. Vid getum tekid nafnlausar og
Gbeinar tilvitnanir Gt fra hljédrituninni og glésum ar vidtalinu og notad pad i rannsékninni.

Viotalid eetti ad taka i kringum 40 mindtur.

Deep dive into some of the questions from the survey

1. Hvad finnst pér um starfsheetti i tilkynningum veikleika i pinu fyrirtaeki?

2. Myndi fyrirteekio hafa 4huga eda hugsad um pad ad koma af stad eda vera hluti af
tilkkynningagatt veikleika?

3. Hverjar eru hindranir i ad koma af stad tilkkynningagatt veikleika? (t.d.fjarhagslegt,
mannaudur, pekking, forgangsrédun, tjéna og umbunarbeetur, fyrirteekjamenning)

4. (Ef hefur buid til tilkynningagatt) Segou mér nanar fra astaedunum fyrir pvi ad fyrirtaekid
bjé til og fara eftir tilkynningastarfshattum.

5. Hefur fyrirtaeki sem ad pu hefur unnid hja fengid tilkynningu veikleika?

a. Hvernig gekk ferlid fyrir tilkynninguna?

Leiddi han til lagfeeringar?

Var veikleikinn alvarlegur?

Var veikleikanum tekio alvarlega i fyrirteekinu?

Finnst pér ad eitthvad hefdi métt vera gert 6druvisi?

6. Pad kemur fyrir ad fyrirteeki keeri pa sem ad tilkynna veikleika i kerfum eins og gerdist hja
vel pekktu skolakerfi & islandi og kom fram i fréttum & sinum tima. Hefur eitthvad alika
komid upp hjé fyrirteeki sem ad pu hefur unnid fyrir?

7. Hvert finnst pér ad veeri besta leidin til pess ad veita fyrirteekjum vidurkenningu fyrir ad
hafa eda taka pétt i tilkynningargéatt? (badge, listi yfir fyrirtaeki sem ad taka patt, parf ekki)

8. Er fyrirtaekid pitt penetration testad reglulega?

®PoooT



a. Finnst pér pad mikilveegt?
9. Hvernig er starfsfolk pjalfad i stafreenu 6ryggi i pinu fyrirteeki?
10. Does your company keep up with reported vulnerabilities and their resolution in systems
and products you use?
11. Fylgist pitt fyrirteeki med tilkkynningum veikleika og Urlausn peirra i kerfum/vérum sem ad
pbid notid?
a. Hvad med veikleika i rekstrarkerfum, uppfeerid pio pau?
12. Hvad veeri gott ord yfir Bugbounty eda tilkkynningagatt veikleika & islensku?(Skoda svor
fra peim)

Hefurdu eitthvad sem pu myndir vilja baeta vio?



A. Appendix

A.3. Study two questionnaire

On the following pages, the ScoSci Survey online questions used in Study two are
provided.
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The State of Vulnerability Disclosure in Iceland

Researcher:

Porsteinn Kristinn Ingélfsson, M.Sc. Student in Software Engineering at University of Iceland
Any gquestions about the survey can be sent to Email: thi35@hi.is.

Purpose of the Research

The purpose of the research is to compile data about the culture and practices in companies around
receiving information about faults in their systems and how they can be exploited (vulnerability
disclosing). Furthermore the research will contribute to understanding, improving and creating a
framework for Vulnerability Disclosure and Bug Bounty programs in Iceland.

Collected Data and Confidentiality

By continuing to the next page, you consent to the following:

« Access to the survey data will be limited to the researcher, collaborators in the research process
and researchers in further connected research. The answers from the survey will be analyzed by
the aforementioned as part of the research process.

« Data collected in the survey is pseudonymized (i.e. associated with a neutral identification number
instead of your name or affiliation), so it is not traceable to you or your organization. Care will be
taken to ensure that information that could identify you or your company is not revealed. Parts of
the pseudonymized data may be published in individual or aggregate form.

Refusal or Withdrawal

You have the right to refuse to participate in this survey or to leave and delete your data at any time
without giving a reason, and without incurring any negative consequences. If you pause the survey but
don't delete the data, the collected data can be used in the research. Once the survey is submitted, you
may not forbid the use of data or demand that it be destroyed.

There are no rewards, payments, prizes or other incentives for participation.
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1. What is the number of employees in your organization?

O OO0OO0OO0O0

1-20
21-50
51-100
101-500
>500

Do not know / Do not want to answer

2. What is the business/operations reach of your organization?

O
O
O
O

National
European
International

Do not know / Do not want to answer

3. What is the organization’s main focus? (Select those that apply)

O000000o0o

Web services

IoT devices
Industrial equipment
Finance

Retail

Public Administration
Education

Other

Do not know / Do not want to answer

4. What is the age of your organization?

O
O
O
O
O

<5 years

5-10 years

11-15 years

>16 years

Do not know / Do not want to answer

Page 02
RS
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5. What is your role in your organization?

Project Manager/Team leader
Developer/Programmer
Security professional
Researcher/Professor
Student

Other

Do not know / Do not want to answer

OOOO0OO0OO0O0

6. Does your organization have a dedicated Information Security team?

(O Yes — Internal security team (One or more people)
(O Yes — External security team

O No
(O Do not know / Do not want to answer

7. Mark everything that fits with your organization

(Penetration testing: Method to evaluate the security of an application or network by safely exploiting any
security vulnerabilities present in the system.)

(] My organization is scanned for vulnerabilities on a regular basis (requested by the company)

(] My organization is penetration tested on a regular basis

(] My organization has application security assessments

(] My organization requires that IT Staff are trained in software security (in-house or external training)

8. Mark everything that fits with your organization

(Vulnerability Disclosure Program (VDP): Organizations detail their rules and policies on the disclosures
of vulnerabilities. That is, what is allowed and how the disclosures should be reported. Vulnerability
Reward Program (VRP): VDP with rewards for vulnerabilities found.)

My organization has a vulnerability disclosure program

My organization has considered creating and implementing a VRP
My organization is interested in implementing a VRP

My organization has a timeline for implementing a VRP

00000

Do not know / Do not want to answer
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9. To which extent do you agree to these statements?

(Vulnerability Disclosure Practices are the practices used when a vulnerability is disclosed to a
company/organization and how an organization handles the disclosure.)

Do not know /
Completely  Somwhat Neither Somewhat Completely Do not want
disagree disagree agree/disagree agree agree to answer

My organization is aware of O O O O O O
vulnerability disclosure
practices.

My organization and has O O O O O O
done something about its

vulnerability disclosure

practices.

My organization has informed @) @) O O O O
itself on best practices and

how other organizations are

handling disclosures.

It is/'would be beneficial for O O O O O O
my organization to make use

of Vulnerability Reward

Programs (VRPS)

Pentesting is more beneficial O O O O O O
than a VRP

10. Which Vulnerability Reward Program (VRP) platforms are you aware of, if any? (select all that
apply)

HackerOne

BugCrowd

Intigriti

Other

Not aware of any reward program platform

00000

Do not know / Do not want to answer
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11. Has your organization received any disclosures in the last 3 years? (select all that apply)

(White hat hackers: ethical hackers or independent security researchers who are authorized by an
organisation to identify security vulnerabilities. Grey hat hackers: hackers that are not authorized by the
organization to identify security vulnerabilities)

Yes — from a penetration testing service

Yes — from an independent grey hat researcher

Yes — from an independant white hat researcher with authorization from the organization
Yes — from a Vulnerability Reward Program (VRP) platform

Yes — from our self-managed Vulnerability Reward Program (VRP)

No

Do not know / Do not want to answer

O0O00000

12. Do you have a preference for a VRP program?

(O Yes — Self hosted
O Yes — third party
O No

(O Do not know / Do not want to answer

13. If youlyour organization does not identify benefits of implementing a VRP, why is that? (select
all that apply)

It is complex and there’s lack of expertise

It would negatively effect the image of the organization
Cost of the program

Exposure of systems

Lack of resources/takes up too much resources

Other

Do not know / Do not want to answer

O000000
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jump4

14. Has the organization pursued vulnerability disclosures through legal channels?
(Such as seeking legal advice and pursuing legal action against the disclosee)

O Yes
O No

(O Do not know / Do not want to answer

15. In general, has your organization been satisfied with the quality of the report(s) submitted?

O Yes
O No

(O Do not know / Do not want to answer

16. Did the disclosure lead to a fix?

O Yes
O No

(O Do not know / Do not want to answer

https://www.soscisurvey.de/VRPSecurityResearchSurvey/?s2preview=ju2TDR3VWu0226cafq)QK6eEuAOTrBZa&questionnaire=base&notes... 6/8
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17. What are the best Icelandic translations for a VRP (Vulnerabilty Reporting Program)

O OO0OO0OO0O0

Tilkynningargattveikleika
Veikleikagatt
Villuveidagatt
Oryggisgatt

Other

Do not know / Do not want to answer

18. What is the best term in Icelandic for a person who looks for and reports vulnerabilities, for
use ina VRP ?

ONONONONONG

Hakkari

Oryggissérfraedingur

Veikleikaleitari

Veikleikarynir

Other

Do not know / Do not want to answer

19. What is the best term in Icelandic for the search of vulnerabilities, for use in a VRP ?

O OO0OO0OO0O0

Veikleikaleit
Ad hakka
Oryggisleit
Veikleikaryni
Other

Do not know / Do not want to answer

20. What would be the best recognition for your organization for having a VRP (Vulnerabilty
Reporting Program)?

O OO0OO0OO0O0

Be on a list of organization with a program on a VRP platform
Get a badge for taking part in a program

Do not want any special recognition

Want to be as anonymous as possible

Other

Do not know / Do not want to answer

This is the last page of the survey. When you click "Next" on this page, you won't be able to go
back to the survey anymore.
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Thank you for completing this questionnaire!

We would like to thank you very much for helping us.

Your answers were transmitted, you may close the browser window or tab now.

B.Sc. borsteinn Kristinn Ingélfsson — 2021
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